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Abstract—Webmail, protected by the HTTPS protocol, only works correctly if both the server and client implement HTTPS-related
features without vulnerability. Nevertheless, the deployment situation of these features in the webmail world is still unclear. To this end,
we perform the first end-to-end and large-scale measurement of webmail service. For the server side, we first build an email address set
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servers by analyzing the properties of HTTPS-related features. For the client side, we investigate implement of HTTPS-related features
in 50 different combinations of web browsers and operating systems (OSes). We find that even the latest browsers have poor support
for some features. For example, Firefox in all OSes does not support CT. Our findings highlight that the full deployment of the security
features for the HTTPS ecosystem is still a challenge, even in the webmail service.
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1 INTRODUCTION

D ESPITE the growth of mobile messengers and commu-
nication platforms, webmail is still an integral part of

daily online life. However, many incidents indicate that the
HTTPS protocol cannot alone preserve the confidentiality,
integrity, and authenticity of messages over the Internet.
One famous example is the compromise of DigiNotar [1],
where the certificate authority issued 531 forged certificates
that are the trusted root of the HTTPS protocol, hence giving
chances to the man-in-the-middle attacks.

To alleviate the above situation, many security mea-
sures and extensions to reinforce the HTTPS ecosystem
have been proposed. For instance, HTTP Strict Transport
Security (HSTS) [2], HTTP Public Key Pinning (HPKP) [3],
and Expect-CT [4] are added to the HTTP header. We term
the three measures as HTTP headers, where HPKP has
been deprecated due to complexity [5]. Furthermore, the
DNS-based Authentication of Named Entities (DANE) was
proposed to establish TLS connections via published TLS
Authentication (TLSA) records [6]. This process does not rely
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on third-party CAs but on Domain Name System Security
Extensions (DNSSEC) [7] to guarantee integrity and author-
ity. We also have Certificate Transparency (CT) [8] and Sig-
naling Cipher Suite Value (SCSV) [9] to mitigate the threat
of CA compromise and TLS downgrade attacks. Addition-
ally, certificate revocation mechanisms can invalidate mis-
issued or malicious certificates before they expire, including
CRL [10], OCSP [11], OCSP Stapling [12], and OCSP Must-
Staple [13]. However, several previous studies [14]–[18]
demonstrated that these HTTPS-related features were not
deployed appropriately in general. The question then arises
as to what the current situation for webmail services is.

In this paper, we present the first end-to-end and
large-scale measurement of the HTTPS-related features for
the webmail service, including webmail servers and web
browsers. The contributions of this paper can be summa-
rized as follows.

• We build an email address set that contains more
than 2.2 billion unique entries from the Internet. To
the best of our knowledge, it is the largest public
email address set to date. Using this set, we compre-
hensively measure the deployment of HTTPS-related
features on the filtered about 27 million domains,
which contain more than 21k domains that provide
the webmail service.

• We explore the joint use of the security features for
the HTTPS protocol in 34 popular webmail servers,
supporting more than 1.65 billion email addresses
in our email address set. Furthermore, we propose
a method for classifying server security levels ac-
cording to the protection responsibilities and security
benefits of the mechanism.
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• At last, we inspect in detail the implementation
of HTTPS-related features in different versions of
Chrome, Firefox, Edge, IE, Opera, QQ, 360, and Safari
on Windows, Linux, macOS, Android, and IOS for a
total of 50 combinations.

Overall, our findings show that HTTPS-related features
of the webmail service are surprisingly poor. As a result, the
notorious man-in-the-middle attacks could still work on the
webmail service, and our main findings are as follows.

• We find that only 10.68% of the selected 21k webmail
servers present their HSTS header, and only 32.14%
of them support OCSP Stapling. Additionally, the
deployment situation of the 27 million servers from
our email address set is also serious. For instance,
48.59% of server certificates are invalid.

• For 34 popular webmail servers, we find that
only 18 support TLSv1.3 and only nine deploy
OCSP Stapling. Furthermore, we find that only
61.87% of the selected 21K webmail servers satisfy
the minimum security level requirements.

• Firefox in all operating systems (OSes) does not
support CT, and all browsers in Android and IOS
don’t send certificate status requests to OCSP servers.
Unfortunately, some older browsers have extremely
poor implementations of HTTPS-related features. For
example, QQ 9.0 in Windows hardly detects certifi-
cate errors.

The rest of the paper is organized as follows. Section 2
provides the relevant technical background of the HTTPS
ecosystem. After that, Section 3 introduces our dataset col-
lection and server measurement process. Section 4 presents
measurement results on the webmail server side. In what
follows, we present the implementation of HTTPS-related
features of web browsers in Section 5. Section 6 investigates
related work. We then discuss the evolution of security
feature deployment and future work in Section 7. At last,
we give the conclusion in Section 9.

2 BACKGROUND

In this section, we briefly describe the webmail delivery
process and the security extensions of the HTTPS ecosystem
we investigate in our paper.

2.1 Webmail Path
We give a typical email delivery process in Figure 1. More
specifically, an email is firstly transmitted from the sender to
his/her email service provider via the dedicated mail client

Fig. 1: Webmail path of an email message from sender to
receiver.

or a web browser. After the sending processing inside the
sender’s provider, the email is transmitted to the receiver’s
provider, which will perform the receiving processing on
the received email before the receiver’s access. At last, the
receiver can obtain the email via the dedicated mail client
or a web browser. As we mentioned before, we focus on
the configurations of the HTTPS protocol and its features,
especially their use in the communication between the web
browser and the webmail server.

2.2 HTTP Headers
Three HTTP header values named HTTP Strict Transport Se-
curity (HSTS) [2], HTTP Public Key Pinning (HPKP) [3], and
Expect-CT [4] are proposed to mitigate various vulnerabil-
ities of the HTTPS ecosystem. In particular, the first value
enforces browsers to use HTTPS connections to resist the
protocol downgrade attack and cookie hijacking. The second
value pins the public keys to prevent man-in-the-middle
attacks caused by fraudulent and mis-issued certificates.
Unfortunately, HPKP has been deprecated due to its com-
plexity and the serious harm caused by misconfiguration [5].
The last value allows the server to request the browser to
ensure all of its certificates are properly logged by CT logs.
It is worth mentioning that some browsers like Chrome
and Safari already enforce the CT policy independently of
Expect-CT [19], [20].

2.3 CT
Certificate Transparency (CT), described in an experimental
RFC 6962 [8], is a framework to detect the compromise of
Certificate Authority (CA). In this framework, users or CAs
submit certificate chains to one or more public logs run by
independent organizations, such as Google, DigiCert, and
Symantec, who will return a corresponding Signed Cer-
tificate Timestamp (SCT). Since the CT log is append-only,
tamper-resistant, and public, everyone can use the validity
of the SCT to detect whether CT logs log the certificate.
Thus, CT improves the chances of detecting problematic
or fraudulent certificates. It is easy to see that we can
check whether a server supports CT by asking for its SCT.
Generally speaking, the server can deliver the SCT in HTTPS
via the extension of the certificate, TLS, or Online Certificate
Status Protocol (OCSP) Stapling [11].

2.4 DNSSEC
It is common sense that we cannot fully trust the data
the original domain name system (DNS) provides due to
the absence of security guarantees. To solve this problem,
DNS Security Extensions (DNSSEC) were introduced in RFC
2065 [7], and the chain of trust model is the core component
to check the data integrity and authentication in the DNS. In
particular, the public key of a zone (recorded in the DNSKEY
field) can be verified by using the Delegation Signer (DS)
recorded in its parent zone, whose public key can be verified
by the DS in the higher zone. According to the verification
result of the signature on the data, we have the following
four cases.

• Secure: The signature passes the verification, and
the underlying public key can trace back to another
public key the verifier trusts.
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• Insecure: The signature passes the verification, and
the chain from the underlying public key to the
public key the verifier trusts exists. However, some
DS is missing along the chain.

• Bogus: Though the chain from the underlying public
key to the public key the verifier trusts exists, the
signature cannot pass the verification.

• Indeterminate: There is no such chain from the under-
lying public key to the public key the verifier trusts.
It is the default operation mode.

2.5 DANE-TLSA
Unreliable CAs have long been a pain point in the certificate
ecosystem. To alleviate this situation, DNS-based Authenti-
cation of Named Entities (DANE) [6] was proposed to not
rely on third-party CAs to verify server identities. The client
first uses DNSSEC to confirm the authenticity of the TLS
Authentication (TLSA) record published by the server. As
mentioned before, if the DNSSEC verification result is “Se-
cure”, then the client can verify that the server certificate is
consistent with the TLSA record according to the indication
of the TLSA field.

2.6 Downgrade Protection
The Signaling Cipher Suite Value (SCSV) [9] was designed
to avoid the security issues caused by the downgrade at-
tacks in the context of TLSv1.2 and below. For instance,
the adversary would seduce browsers to use down-level
protocols, such as TLSv1.0. By using TLS_FALLBACK_-
SCSV in the ClientHello, the server will abort the con-
nection if it can support a higher protocol than that the
browser provides. TLSv1.3 incorporates its own down-
grade protection mechanism by embedding particular val-
ues into ServerHello.random when negotiating TLSv1.2
or lower [21]. Meanwhile, the client should check for that
particular value and abort the TLS handshake if it matches.

2.7 Certificate Revocation
As stated in X.509 PKI, the client should check the cer-
tificate’s revocation status before using the corresponding
public key. At an early age, the client usually appeals to
the Certificate Revocation List (CRL) [10]. However, this
approach gives a relatively heavy communication burden
to the client. To solve the problem, the OCSP provides a
revocation status query service for clients, while this method
reveals the privacy of clients (such as browsing behavior).
The OCSP Stapling [12] is further proposed to reduce
the probability of privacy leaks. In particular, the server
retrieves the revocation status from the OCSP responder and
forwards it to the client directly. Unfortunately, the client
may choose to continue a connection in this case even if the
server does not provide the OCSP response. To address this
problem, another extension named OCSP Must-Staple [13]
is proposed. It asks the client to abort the connection if it
does not receive a valid OCSP response.

3 DATA COLLECTION

In this section, we introduce the dataset collection process
and server-side measurement methods. Our study aims to

TABLE 1: The leaked databases used in this paper.

Dataset Year Storage Size Email Addrs∗
Adobe 2013 9.3GB 152M
Exploit.In 2016 25GB 593M
Anti Public 2016 120GB 457M
Collection#1 2019 90GB 772M
Facebook 2019 90.2GB 509M
Wattpad 2020 120GB 268M
Total - 454.5GB 2700G
Filter Results - 48GB 2200G
∗ Email Addrs indicates the number of email addresses.

measure the configurations of the HTTPS protocol and its
security features in webmail services. The first problem we
should solve in our measurement is the lack of a large-scale
public webmail domain dataset. To this end, we extract
more than 2.2 billion unique email addresses from the
Internet. Afterward, we carefully build a list of webmail
domains from the email address dataset and measure their
HTTPS-related features.

3.1 Datasets
As we mentioned before, the dataset is the first obstacle
we should go over in this study. The ideal one should
contain webmail domains that can be broadly representa-
tive of global webmail services. One crucial criterion of
representativeness is how many email accounts are in the
collected webmail domains. Based on this observation, we
collect as many email addresses as possible. In particular,
we compile an email address set from six publicly leaked
datasets as shown in Table 1, including Adobe leak and
five sets suggested by the largest breaches list on https:
//haveibeenpwned.com/ [22]. From these datasets with
454.5GB storage, we get raw data of email addresses with
169GB storage. After deduplication, we obtain 2.2 billion
unique email addresses with 48GB storage. By using regu-
lar expression matching, we compose 27 million domains,
which comprise the dataset we call Dataset-domain.

At first glance, Dataset-domain is the webmail domain
set we want. However, it is unfortunately incorrect. For
instance, from the email address bob@yahoo.com, we can
get the domain yahoo.com, which is not yet a webmail
domain. Therefore, Dataset-domain is just a collection of
email server domains.

Generally speaking, a webmail domain name is in the
form of mail. ∗ ... (e.g., mail.yahoo.com). Therefore, to filter
out webmail domains from Dataset-domain, we first choose
domain names containing “mail” as a candidate domain
list. Then we apply keyword matching on web content to
build a new candidate domain list1. Specifically, the web
content of the candidate domain list is obtained by crawling
web pages with go-colly [23]. As for the keyword list, we
build it through the following steps. We first construct
38 keywords by observing some webmail pages. After
that, we remove inappropriate keywords by testing differ-
ent keyword combinations. That is, if adding a keyword
causes many false positives or false negatives in webmail
domain matching results, we remove it. After repeated
tests, we carefully select 16 webpage text keywords (such

1. This process automatically handles language and capitalization
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as “mail” and “mailbox”) and four webpage element
keywords (such as “login” and “send”). Additionally,
with further extensive experiments, we can identify most
webmail domains when the web content contains 10 out of
20 keywords. Ultimately, we obtain a new candidate domain
list containing 24K domains.

To ensure the accuracy of the webmail domain dataset,
we then validate the new candidate domain list using For-
tiGuard [24] and NetSTAR [25] web filtering tools. Specif-
ically, we reserve domains whose category is Web-based
Email (88%). For the remaining domains (12%), we manu-
ally visit the webpage to check whether it is a webmail do-
main. After the above steps, we assemble a webmail domain
dataset with a size of 21k, which we call Dataset-webmail.

At last, to better understand the security status of web-
mail services for most users, we also construct a dataset
of popular webmail domains. The detailed process is as
follows. Firstly, when resolving email addresses from 2.2
billion addresses, we rank the domains according to the
frequency of appearance and call the resulting ranking as
domain-ranking. Then, we select the top 54 domains from the
domain-ranking, and manually identify the relevant webmail
domains. However, we find that several domains use the
same webmail service in the same webmail domain. For
instance, all of yahoo.co.uk, yahoo.fr, and ymail.com use
mail.yahoo.com as their webmail service domain. There-
fore, we merge the different domains using the same web-
mail service and remove those that do not provide the web-
mail service. In addition, to construct as complete a dataset
of popular webmail domains as possible, we also add
seven popular webmail domains: mail.protonmail.com,
mail.zoho.in, fastmail.com, runbox.com, www.icloud.com,
mail.smt.docomo.ne.jp, and mail.sina.com.cn, according
to the data in [26] and the statistics in [27]. In the end, a set of
34 popular webmail domains, supporting 1.65 billion email
addresses, is obtained. We call this small dataset Dataset-34.

3.2 Measurement process

We conduct our active measurements to understand the
practical deployment of various security features of the
HTTPS ecosystem in webmail servers. As suggested by
VanderSloot et al. [28], both IP address and domain name
should be used in the active scans to reduce bias due to the
case that many services run with the same IP address. In our
TLS scans, the domain name is embedded in an extension
of the ClientHello, called the Server Name Indication
extension [29].

3.2.1 Scan List
There are only domain names in Dataset-domain, Dataset-
webmail, and Dataset-34; hence we need to perform A record
lookups for the underlying domain names by using an
unmodified version of massdns [30]. After that, we still
need to check the liveness of the domains. To this end, we
make use of ZMap [31] to conduct tcp443 SYN-ACKs, and
Internet Control Message Protocol (ICMP) scans to get a live
IP address set as complete as possible. We union these two
scanning results and create a list of (IP address, domain
name) pairs called List-scan. Accordingly, we have three
List-scans, named List-domain, List-webmail, and List-34, for

Dataset-domain, Dataset-webmail, and Dataset-34, respec-
tively. In the following, all server-side measurements are
based on these three List-scans. Specifically, TLSA records
are collected from DNS, and other data are mainly obtained
via performing TLS negotiations with servers on port 443.
Furthermore, we validate the server’s certificate chain based
on the Mozilla Root CA certificate [32] in the TLS hand-
shake. The detailed measurement process of HTTPS-related
features is as follows.

3.2.2 HTTP Headers
To analyze the deployment of the three HTTP headers men-
tioned in Section 2.2, we establish TLS connections
according to the List-scan and intercept the corre-
sponding headers using a modified version of Goscan-
ner [33] (used in [34]). In particular, the fields
Strict-Transport-Security, Public-Key-Pins or
Public-Key-Pins-Report-Only, and Expect-CT are
for HSTS, HPKP, and Expect-CT.

3.2.3 DANE-TLSA
We develop a domain name resolver based on the software
named UNBOUND [35] to resolve TLSA records in List-
scan and obtain DNSSEC verification results. After that,
we reconnect to the server and fetch the certificate chain
presented by the server if we can resolve a TLSA record.
Finally, we complete the verification of DANE according to
the Certificate Usage, Selector, Matching Type,
and Certificate Association Data in the TLSA record
and the certificate chain of the webmail server.

3.2.4 CT
We build a tool to collect the CT status of servers in List-
scan. Specifically, the tool first fetches the SCT in certificate
extensions, TLS extensions, and OCSP Stapling. Then it
checks the validity of obtained SCTs based on the Google
Chrome log list [36] by using the methods defined in RFC
6962. At last, the tool also determines the level of the
certificates according to their Object Identifiers (OIDs).

3.2.5 Downgrade Protection
It is easy to check downgrade protection mechanisms.
Particularly, we initiate TLS connections according to List-
scan. Once the connection succeeds, we first check the
server’s TLS version. If the server supports TLSv1.2 or
below, we immediately conduct a reconnection with the
TLS_FALLBACK_SCSV cipher suite and downgrade the TLS
version. If the server supports SCSV, the connection will
be aborted. If the server supports TLSv1.3, we conduct a
reconnection with the lower TLS version. After that, we will
check whether the last 8 bytes of ServerHello.random is
equal to the value specified in the RFC 8446.

3.2.6 Certificate Revocation
According to the specification in certificate revocation
mechanisms, only OCSP Stapling is transported by the
TLS extension. The others, including CRL, OCSP, and
OCSP Must-Staple, are embedded in the certificate exten-
sions (Issuing Certificate URL, CRL Distribution
Points, and the extension the OID specifies, respectively).
Hence, we can verify the status of certificate revocation
according to the existence of the corresponding data.
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3.3 Ethical Considerations
Due to the limitations of the experimental environment,
only active scans are included in our daily scanning
work—no need to consider the problem of leaking the
private information of each part when passively collecting
data. For our active scans, we strictly follow the scanning
precautions outlined in [31]. We follow the best scanning
practices, such as adjusting the query rate (rate-limit) ac-
cording to the current network environment, which will end
issues such as exhausting network resources and affecting
upstream suppliers. As for data sharing issues, we will not
release any datasets that contain personal privacy data to
protect the privacy of involved parties.

4 WEBMAIL SERVER CONFIGURATION

In this section, we first present the measurement results of
HTTPS-related features on List-webmail. For better illustra-
tion, we also compare it with List-domain. Then we conduct
a detailed analysis of the top-34 webmail server alone. At
last, we also grade the security status of webmail servers
according to HTTPS-related features.

4.1 List-webmail and List-domain

As we can see from Table 2, almost all the scanned webmail
servers support TLS connections. However, it is dispirited
that only 29.77% of the servers in List-webmail are using the
newest version of the TLS protocol (TLS 1.3). Even 0.80%
of webmail servers (339 domains) are using the deprecated
version of TLS protocol (TLS 1.0) that contains many vul-
nerabilities, such as BEAST and Downgrade attacks [37].

Then, we analyze the validity of the certificate. As shown
in Figure 2, we find that 40.13% of the servers in List-webmail
could not pass the certificate verification. Invalid certificates
are mainly expired and signed by an unknown CA. As the
basic requirement for users to use the webmail service in the
browser, the certificate configuration of the webmail server
is far from our expectations.

Regarding the six HTTPS-related security features listed
in Section 2, we find that the deployment status of
HTTP headers and DANE-TLSA is quite poor, while the
situation of CT, SCSV, and certificate revocation is much
better. We give the details below.

4.1.1 HTTP Headers
Table 3 gives the summary of our scanning results on
HTTP headers. We can see that less than 13% of servers
support at least one of the three HTTP headers. During

(a) List-webmail (b) List-domain

Fig. 2: Certificate validity statistics from our active scans.

TABLE 2: Statistics of different TLS versions seen in our
active scans.

TLS Version List-webmail List-domain
TLSv1.3 29.77% 55.75%
TLSv1.2 69.43% 43.41%
TLSv1.1 - -
TLSv1.0 0.80% 0.84%

our scanning process based on List-domain, we find that
many servers supporting HSTS return incorrect headers.
The typical errors include the extra right single quotation
mark (16.93%) and the word always (13.90%). We also
find that only three webmail domains, including mail-4.de,
shitmail.de, and mail.protonmail.com, support HPKP.
The potential reason for this situation is that Google dep-
recated it in 2018 due to its complexity [5]. At last, although
there are only 1.12% of Expect-CT servers in List-webmail
setting invalid max-age value, it is the worst one among
the three HTTP headers. We also note a webmail domain
(mail.protonmail.com), an encrypted webmail service [38],
setting all three HTTP headers.

To resist HTTP headers related attacks, such as SSL
stripping attacks [39], three attributes, named max-age,
includeSubDomains, and Pre-load are added to the
HTTP header. We can find the support ratios of these three
attributes in Table 3, and they are not as good as expected.
Max-age. The max-age attribute denotes how long the
browser can directly use the cached HTTP headers. Table 4
shows a non-negligible probability of receiving invalid max-
age values, such as NaN and non-numerical values. Figure
3 shows the distribution of valid max-age values for List-
webmail and List-domain, respectively. More than 60% of
valid max-age values for HSTS in the webmail servers are
set as 31536000 (365 days) and 15768000 (182 days) as spec-
ified in RFC 6797 [2]. In contrast, the ratio corresponding
to List-domain drops to 40%, and only a small part of valid
values for Expect-CT are the ones in the related draft RFC
[4], no matter for List-webmail or List-domain. Among the
valid values, we find that several popular servers set max-
age=0, like mail.daum.net [40], one of the largest portal
sites and opening the first email service in South Korea. As
specified in the related draft RFCs [2]–[4], when max-age is
set as zero, the browser must delete the policy related to the
underlying HTTP headers, causing vulnerabilities due to

TABLE 3: Statistics of three HTTP headers.

List-webmail List-domain
HSTS 10.68% 9.28%

max-age 10.68% 9.28%
includeSubDomains 6.36% 2.36%
Pre-load 1.83% 1.13%
Pre-load and embedded 0.10% 0.05%

HPKP 0.01% 0.01%
max-age 0.01% <0.01% (1465)
includeSubDomains <0.01% (1) <0.01% (1350)

Expect-CT 3.26% 4.19%
max-age 3.24% 4.18%
Pre-load 0.02% <0.01% (61)
Pre-load and embedded - <0.01% (1)
enforce 0.04% 0.07%
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Fig. 3: Distribution of max-age attribute for three HTTP headers.

TABLE 4: Invalid values in the max-age attribute of three
HTTP headers.

List-webmail List-domain
Headers HSTS HPKP Expect-CT HSTS HPKP Expect-CT
NaN - - 0.56% 0.01% - 0.02%
Non-numerical - - 0.56% 0.06% 21.91% 0.04%
Total - - 1.12% 0.07% 21.91% 0.06%

SSL stripping attacks [39].
includeSubDomains. includeSubDomains is an op-
tional attribute that enables subdomains to also be pro-
tected by HTTP headers [2]. It only supports HSTS and
HPKP, but not Expect-CT. From Table 3, we can see
that only a tiny portion of (webmail) servers support
includeSubDomains no matter for List-webmail or List-
domain, especially, only 1 and 1350, respectively.
Pre-load. The Pre-load attribute denotes that the related
policy should already be embedded in the browser, which
allows users to be protected by HTTP headers the first
time they visit the domain [2]. It could work only if the
browser contains the related information indeed. Hence,
we need to cross-check the configuration of the underlying
browser and the HTTP header the server sends. To this
end, we use Chrome’s preload list [41], which many main-
stream browsers integrate into their preload lists, such as
Firefox [42] and Edge [43]. By using this list, we investigate
the pre-loading condition of HSTS and Expect-CT. As we
can see from Table 3, only 22 (0.10%) webmail servers in List-
webmail and 9k (0.05%) servers in List-domain are included
in the Pre-load list and set the Pre-load directive for
HSTS at the same time. The numbers for Expect-CT are
even lower, 0 and 1 for List-webmail and List-domain, re-
spectively. The major browsers use HPKP Pre-load lists,
such as Mozilla’s HPKP pre-loading list [44], which includes
some high profile sites (e.g., Google, Facebook, Twitter).
Public-Key-Pins. It is worth mentioning that Public-Key-
Pin is the core component of HPKP. The browser can use it
to verify the server certificate’s validity, preventing attackers
from using improper or fraudulent certificates to carry out
man-in-the-middle attacks. However, we find that most of
the servers supporting HPKP (86.09%) cannot successfully
pass the verification of pins. If the max-age value of HPKP
is set too large, the browser may deny normal access to the
domain for a long time. This situation may explain the fact

that HPKP is deprecated now [5].

4.1.2 DANE-TLSA
After obtaining the data related to TLSA, we also need
to perform DNSSEC verification to verify their validity.
Specifically, we use UNBOUND to resolve the related records,
such as DNSKEY containing the DNSSEC public keys, RRSIG
containing the cryptographic signature on RRsets signed
by the superior’s private key, and the hash values DS of
DNSKEYs. Recall the DNSSEC part in Section 2.4. We have
that DNSSEC verification passes if we get the “Secure” veri-
fication result. At last, we check whether TLSA records are
consistent with certificates.

According to our measurements, the support ratio of
DANE-TLSA is surprisingly low. In particular, as described in
Table 5, only 0.16% (resp. 0.08%) of servers in List-webmail
(resp. List-domain) support TLSA, only 85.29% (resp. 72.53%)
of these servers can return the “Secure” verification result,
and only 67.65% (resp. 62.17%) of these servers can pass
DANE verification.

We find that 18 webmail servers cannot pass DANE veri-
fication due to the following two cases. 1) We get “Insecure”
DNSSEC verification results for nine servers. Especially, the
signed TLSA records are absent in five out of the nine
servers, and the DS records are missing in all of them. 2)
We get 12 webmail servers failing to provide certificates
matching Certificate Association Data Field in the
TLSA records. The potential reason for this situation is that
the operator manually updates the certificate but does not
promptly update the associated data in the TLSA records.

TABLE 5: The ratio of TLSA record, and the results of
DNSSEC and DANE validation.

List-webmail List-domain
TLSA 0.16% 0.08%
DNSSEC 0.16% 0.08%

Secure 0.13% 0.06%
Insecure 0.02% 0.02%
Bogus - <0.01% (10)
Indeterminate - -
with signed 0.14% 0.06%
without signed 0.01% 0.02%
with DS 0.13% 0.06%
without DS 0.02% 0.02%

DANE valid 0.10% 0.05%
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TABLE 6: CT detailed statistics from our active scans.

List-webmail List-domain
Domain w/SCT 93.68% 93.54%

valid 90.02% 90.50%
via X.509 90.02% 90.50%
via TLS - <0.01% (22)
via OCSP 0.02% <0.01% (424)

Each SCT (valid) 91.01% 91.60%
via X.509 90.98% 91.60%
via TLS - <0.01% (12)
via OCSP 0.03% 0.01%

From the collected metadata, we find some interest-
ing cases for List-webmail (resp. List-domain). For example,
83.33% (resp. 87.14%) of the Certificate Usage Field
in the TLSA records point to domain-issued certificates,
which is complied with that in [14]. According to Selector
Field in TLSA records, we also find that 35.90% and
64.10% of webmail servers (60.62% and 39.02% of domains)
supporting TLSA store the full certificate and only the public
key (SubjectPublicKeyInfo), respectively.

4.1.3 CT
As mentioned in Section 2.3, SCT indicates that the cer-
tificate has been logged in CT logs, and it is usually
embedded in the certificate extension, TLS extension, or
OCSP Stapling. Table 6 shows that most servers support
CT. It is not surprising that CT gets the best configuration
among all the security features we investigate in this study,
since Chrome would not trust the certificate issued after
April 2018 but failing to pass the CT verification [19].
Furthermore, we find that most (webmail) servers embed
SCTs in the certificate extension, only four webmail servers
and 424 servers embed them in the OCSP Stapling, and
no webmail server and 22 servers embed it in the TLS
extension. The main reason for this delivery situation is that
delivering the SCT via a certificate only requires the effort
of the CA, while the other two ways shift the burden to the
server operator.

As we can see from Table 6, 8.99% (resp. 9.40%) of
SCTs we collected for List-webmail (resp. List-domain) are
invalid, and most of them are sent via X.509 certificates.
This motivates us to conduct an in-depth analysis of invalid
SCTs with valid certificates. We find that 122 webmail
servers comply with this feature, and all of these SCTs are
embedded in X.509 certificates. Most of the 122 certificates
are issued by Let′s Encrypt (52), Sectigo Limited (26),
and TAIWAN-CA (13).

We also investigate the status of CT logs and their opera-
tors. As we can see from Table 7, most certificates are logged
in Google ‘Argon2021’ no matter for List-webmail or List-
domain, and the CT logs Google operates contains 45.62%
and 46.82% of servers for List-webmail and List-domain, re-
spectively. It is not surprising for this situation since Google
is the one proposing the concept of CT. Moreover, as stated
in [45], for certificates issued on-or-after April 15th, 2022,
Google delegates the power of logging certificates to other
CT logs. Considering EV certificates. On 1st Jan. 2015, Google
stipulated that EV certificates must be submitted to at least
one SCT from Google-operated log and one from non-
Google-operated log [46]. Thus, we explore the diversity of

TABLE 7: Different logs and log operators for SCTs.

List-webmail List-domain
Logs Description

Google ‘Argon2021’ 21.16% 16.35%
Cloudflare ‘Nimbus2021’ 16.28% 10.25%
Google ‘Xenon2021’ 10.78% 17.12%
DigiCert ‘Yeti2021’ 8.14% 9.85%
Google ‘Argon2022’ 7.12% 6.97%
DigiCert ‘Yeti2022’ 7.03% 7.32%
Let’s Encrypt ‘Oak2021’ 5.56% 8.62%
Google ‘Xenon2022’ 3.48% 4.10%
DigiCert ‘Nessie2022’ 3.47% 3.06%
Let’s Encrypt ‘Oak2022’ 2.81% 3.17%
Cloudflare ‘Nimbus2022’ 1.97% 2.10%
Sectigo ‘Sabre’ CT 1.83% 1.34%
Google ‘Rocketeer’ 1.75% 0.76%
Sectigo ‘Mammoth’ CT 1.64% 2.23%
Total 93.02% 93.24%

Log Operators
more than one 93.34% 92.94%
only one 2.66% 3.81%
none 3.90% 3.25%

Logs Diversity
more than one 93.34% 92.94%
only one 2.66% 3.81%
none 3.90% 3.25%

EV
more than one 1.84% 2.93%
only one 0.01% 0.02%
none 0.04% 0.02%
google and non-google 1.83% 2.93%

logs and find that more than 90% of the certificates (even
more than 95% of the EV certificate) satisfy the multiple logs
requirement.

There are generally three assurance levels for certificates
issued by mainstream CAs: Domain Validation (DV), Orga-
nization Validation (OV), and Extended Validation (EV) [47].
EV presents the highest standard of trust and requires more
verification and review, such as requesting the entity’s legal
identity before certificate issuance. When measuring the
deployment of CT, we also investigate the assurance levels
of the certificates based on the unique Object Identifier. Table
8 shows that most of the certificates are the lowest assurance
level DV, and only a small portion of them are EV, even
for the webmail servers in List-webmail. The poor support
of EV certificates may be because web browsers no longer
visually display the higher security flag (green address bar)
for websites equipped with the EV certificate [48], [49].

4.1.4 Downgrade Protection
To investigate SCSV in TLSv1.2 and below, we downgrade
the protocol after the first handshake and carry it to initiate
a second connection on purpose, retaining the server’s re-
sponse and errors. We classify the received connection errors
into three types: (a) The server deploys SCSV, terminates the
connection normally, and returns remote error: tls:.

TABLE 8: Certificate level statistics from our active scans.

List-webmail List-domain
DV 58.79% 77.25%
OV 33.61% 14.25%
EV 1.76% 2.78%
Unknown 5.84% 5.72%
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TABLE 9: SCSV statistics from active scans.

List-webmail List-domain
Abort 92.33% 92.08%
Continue 3.83% 2.98%
Other 3.84% 4.94%

(b) The server continues the TLS handshake and uses the
downgraded version. (c) The connection is unsuccessful due
to other reasons, such as i/o timeout and EOF.

According to the above classification, we get the results
in Table 9. It is depressing that there are still 3.83% (2.98%) of
servers in List-webmail (resp. List-domain) does not support
SCSV. We extract the TLDs of all the webmail servers that
fail to support SCSV. We find that most TLDs are in the .com
zone (299), .net zone (51), .edu zone (44), and .org zone
(33). We hope these zones can attract attention and improve
their deployment. For TLSv1.3 downgrade protection, we
find 90.19% (resp. 87.15%) of servers in List-webmail (resp.
List-domain) correctly implement RFC 8446.

Finally, we surprisingly find that 459G (17.93%) email
addresses are handled by web servers vulnerable to down-
grade attacks.

4.1.5 Certification Revocation
Table 10 shows the deployment status of certificate revo-
cation of the servers in List-webmail and List-domain. We
find that most of the servers support at least one certificate
revocation method. The OCSP method is the most popular,
while the OCSP Must-Staple gets the least support due
to the high deployment complexity. In particular, only
adminmail.ru, dublinmaildrop.com, mail.upla.edu.pe,
maileverything.com, and mail.opera.com support
the OCSP Must-Staple. Furthermore, the server
in List-webmail has significantly lower support for
OCSP Stapling compared to List-domain. This can
potentially affect the performance of the webmail service.
Finally, among webmail servers that support certificate
revocation, we find that 14% of them could not obtain
the certificate’s revocation status through the supported
revocation mechanism. This suggests that the availability of
certificate revocation needs to be further improved.

4.2 List-34
We also investigate the joint use of HTTPS security fea-
tures in popular webmail servers according to List-34. As
shown in Table 11, we find that almost all the popular
webmail servers support CT, SCSV, and certificate revoca-
tion, while HTTP headers and DANE-TLSA get rare atten-
tions. In particular, none of them support TLSA, and only
mail.yahoo.com, mail.aol.com, mail.protonmail.com, and
www.icloud.com support Expect-CT. For the assurance
levels of certificates, we can see that only four webmail
servers use the highest level EV, and most of them sup-
port DV and OV. On the bright side, all the webmail
servers use valid certificates, and the default TLS version
is higher than 1.1. However, one startling finding is that
outlook.live.com does not support SCSV, hence suffering
from downgrade attacks. Considering the certificate revo-
cation mechanism, we find that 25 webmail servers do not

TABLE 10: Statistics of four certificate revocation methods
from active scans.

method List-webmail List-domain
CRL 48.90% (52.28%)∗ 36.16% (37.46%)∗
OCSP 94.68% (99.95%)∗ 94.52% (99.94%)∗
OCSP Stapling 16.92% (18.86%)∗ 32.14% (35.45%)∗
OCSP Must-Staple 0.02% (0.03%)∗ 0.03% (0.03%)∗

∗ The ratios in parentheses are on the premise that the certificate is valid.

support OCSP Stapling, which will undoubtedly increase
the latency of accessing these webmail servers. Additionally,
no webmail servers support OCSP Must-Staple, which
may be related to client soft-failure and unreliable revoca-
tion responses [50].

According to the above findings, the active scan result
based on List-webmail is corroborated by that based on List-
34. The webmail servers, even the popular webmail servers,
should pay more attention to the deployment of HTTPS
security features.

4.3 Security Levels Analysis
According to [48], each HTTPS-related feature has its spe-
cific protection responsibilities, and only mutual coopera-
tion can ensure the security of the HTTPS ecosystem. As
shown in Table 12, we classify four security levels according
to the protection responsibilities and security benefits of the
feature, which more intuitively depicts the security state
of the webmail world. In the following, we will detail our
classification method.

Considering the protection responsibility. We classify
certificate, HPKP, and DANE-TLSA as Authentication Creden-
tials; CT and Expect-CT as Mis-Issuance protection; TLS
downgrade protection, and HSTS as downgrade protection.
Furthermore, we consider a webmail server to support
Certificate Revocation if it deploys at least one certificate
revocation mechanism.

Considering the security benefit, which is the compre-
hensive consideration of security protection and deploy-
ment complexity. First, TLS versions less than 1.2 have
been deprecated due to their vulnerabilities, so we consider
they have no security benefits. Second, certificates are the
most common authentication credential but depend on the
CA for reliability. DANE-TLSA can solve this problem, but
its complexity causes the server difficult to deploy cor-
rectly. Therefore, we consider the security benefit of the
certificate is higher. Furthermore, deprecated HPKP may
lockout customers for long periods when used improperly,
so we consider it has no security benefits. Third, CT is the
most popular framework for Mis-Issuance protection and
generally does not burden server operators, while Expect-
CT ensures the implementation of the CT framework. Also,
browsers that enforce CT don’t care if the server supports
Expect-CT. Therefore, we believe the security benefit of
CT is higher. Fourth, the server operator requires more effort
when configuring HSTS compared to TLS downgrade pro-
tection that can be automatically implemented by software
like OpenSSL. Therefore, we consider the security benefits
of TLS downgrade protection are slightly higher.

Based on the above analysis, we consider that the web-
mail server should implement as many different protection
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TABLE 11: HTTPS-related configurations of 34 popular webmail servers.

Webmail Server PCT1 PCTSUM1 Mail Provider Protocol CertLevel2 CertValid2 HTTP Headers DANE-TLSA CT4
TLSDownPro5 CertRev6

HSTS Expect-CT DepHPKP3 w/TLSA DNSSEC DANE SCT Valid

mail.yahoo.com 15.97% 15.97% yahoo.com TLSv1.3 OV " " " " % % % ⋆ " " ▲■♦
mail.google.com 14.59% 30.56% gmail.com TLSv1.3 DV " % % " % % % ⋆ " " ▲■
outlook.live.com 13.9% 44.46% hotmail.com TLSv1.2 OV " " % " % % % ⋆ " % ▲■♦
e.mail.ru 11.87% 56.33% mail.ru TLSv1.2 OV " " % " % % % ⋆ " " ▲■
mail.rambler.ru 5.56% 61.89% rambler.ru TLSv1.2 OV " " % " % % % ⋆ " " ▲■♦
mail.yandex.ru 4.04% 65.93% yandex.ru TLSv1.3 OV " " % " % % % ⋆ " " ▲■
mail.aol.com 2.84% 68.77% aol.com TLSv1.3 OV " " " " % % % ⋆ " " ▲■♦
web.de 0.70% 69.47% web.de TLSv1.3 OV " " % " % % % ⋆ " " ▲■
mail.qq.com 0.66% 70.13% qq.com TLSv1.2 OV " % % " % % % ⋆ " " ▲■
xfinity.com 0.59% 70.72% comcast.net TLSv1.2 OV " % % " % % % ⋆ " % ▲■
gmx.net 0.59% 71.31% gmx.de TLSv1.3 OV " " % " % % % ⋆ " " ▲■
mail.yahoo.co.jp 0.40% 71.71% yahoo.co.jp TLSv1.3 OV " % % " % % % ⋆ " " ▲■
mail.163.com 0.35% 72.06% 163.com TLSv1.3 OV " % % " % % % ⋆ " " ▲■
mail.libero.it 0.29% 72.35% libero.it TLSv1.2 OV " % % " % % % ⋆ " " ▲■
email.seznam.cz 0.27% 72.62% seznam.cz TLSv1.3 DV " " % " % % % ⋆ " " ■
mail.lycos.com 0.26% 72.88% lycos.de TLSv1.2 DV " " % " % % % ⋆ " " ■
mail.epost.de 0.26% 73.14% epost.de TLSv1.2 OV " % % " % % % ⋆ " % ▲■
email.wp.pl 0.23% 73.37% wp.pl TLSv1.3 DV " % % " % % % ⋆ " " ▲■
myspace.com 0.23% 73.60% Myspace TLSv1.2 DV " % % " % % % ⋆ " " ▲■
mail.naver.com 0.18% 73.78% naver.com TLSv1.2 OV " % % " % % % ⋆ " " ▲■♦
mail.com 0.17% 73.95% mail.com TLSv1.3 OV " " % " % % % ⋆ " " ▲■
poczta.interia.pl 0.17% 74.12% interia.pl TLSv1.2 OV " % % " % % % ⋆ " " ▲■
orange.fr 0.16% 74.28% orange.fr TLSv1.3 OV " " % " % % % ⋆ " " ▲■
webmail.cox.net 0.16% 74.44% cox.net TLSv1.2 OV " % % " % % % ⋆ " " ▲■
verizon.com 0.16% 74.60% verizon.net TLSv1.2 EV " % % " % % % ⋆ " " ▲■♦
mail.126.com 0.15% 74.75% 126.com TLSv1.3 OV " % % " % % % ⋆ " " ▲■
free.fr 0.15% 74.90% free.fr TLSv1.2 DV " % % " % % % ⋆ " " ▲■

mail.protonmail.com - - protonmail.com TLSv1.3 EV " " " " % % % ⋆♠ " " ▲■♦
mail.zoho.com - - zoho.in TLSv1.3 DV " % % " % % % ⋆ " " ▲■
fastmail.com - - fastmail.com TLSv1.3 OV " " % " % % % ⋆ " " ▲■♦
runbox.com - - runbox.com TLSv1.2 EV " " % " % % % ⋆ " % ▲■
www.icloud.com - - www.icloud.com TLSv1.3 EV " " " " % % % ⋆ " " ▲■♦
mail.smt.docomo.ne.jp - - smt.docomo.ne.jp TLSv1.2 OV " % % " % % % ⋆ " % ■
mail.sina.com.cn - - sina.com.cn TLSv1.3 OV " % % " % % % ⋆ " " ▲■

1 PCT and PCTSUM indicate the frequency and cumulative of mail providers.
2 CertLevel and CertValid indicate the certificate level and certificate validity.
3 DepHPKP indicates the deprecated HPKP.
4 Three ways of transmitting SCTs: ▶ indicates TLS extensions, ⋆ indicates X.509 extensions, and ♠ indicates OCSP Stapling.
5 TLSDownPro indicates the TLS Downgrade Protection.
6 CertRev indicates the four mechanisms for checking a certificate’s revocation status: ▲ indicates the CRL, ■ indicates the OCSP, ♦ indicates the OCSP Stapling, and ▼ indicates the OCSP Must-Staple.

TABLE 12: Rating standards for the security levels of servers. " denotes support, % denotes no support. ○ denotes not
considering. Except for the Level-C, the conditions of other levles must meet simultaneously.

Rating TLSVer AuthCred1 MisIssPro2
CerRev DownPro3

CertValid DepHPKP DANE-TLSA CT Expect-CT TLSDownPro HSTS
Level-S 1.3 " " " " " " " "

Level-A 1.3 " " ○ " ○ " " ○

Level-B 1.2/1.3 " " ○ ○ ○ ○ ○ ○

Level-C <1.2 % % ○ ○ ○ ○ ○ ○

1 AuthCred indicates the Authentication Credential.
2 MisIssPro indicates the Mis-Issuance Protection.
3 DownPro indicates the Downgrade Protection.

responsibilities as possible. Furthermore, among mecha-
nisms with the same protection responsibilities, the webmail
server should support at least the one with higher security
benefits. Therefore, we consider Level-B the minimum re-
quirement for the webmail server to satisfy secure transmis-
sion. Specifically, the server should deploy the TLS version
greater than 1.1, provide a valid certificate and not support
HPKP. If either requirement is violated, we rank the server
as Level-C, which cannot be trusted by Internet users to
transmit email. If the webmail server deploys TLSv1.3, a
valid certificate, CT, at least one certificate revocation mech-
anism, TLS downgrade protection, and does not support
HPKP, we rank it as Level-A. If the webmail server further
supports DANE-TLSA, Expect-CT, and HSTS, we rank it as
Level-S.

TABLE 13: Statistics of servers in different security levels.

Rating List-webmail List-domain
Level-S 0 (-) 41 (<0.01%)
Level-A 5437 (24.80%) 3251753 (26.48%)
Level-B 8127 (37.07%) 2566529 (20.90%)
Level-C 8361 (38.13%) 6462313 (52.62%)

Table 13 shows the situation for different security levels
of servers. Unfortunately, we find that Level-C accounted
for the largest percentage in both List-webmail and List-
domain, which should be alarming for server operators.
Reassuringly, the proportion of Level-B servers in List-
webmail is significantly higher than that of List-domain.
Furthermore, about a quarter of webmail servers can meet
the requirements of Level-A, but none can further satisfy
the criteria of Level-S, which may be a decision made
by server operators weighing the security benefits of the
mechanism. In conclusion, we hope that webmail server
operators can re-check the security configuration to at least
satisfy the requirements of Level-B.

4.4 Summary
Considering the importance and confidentiality of webmail
services, users sensitive to privacy and security prefer to
choose webmail servers with a better HTTPS configura-
tion. Therefore, improving the server security configuration
can simultaneously enhance the prestige of the webmail
domain and promote the development of HTTPS-related
mechanisms. Our analysis can serve as an essential guide
for investigating webmail server security.
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TABLE 14: Web browser implementation of HTTPS-related features. " denotes correctly identified certificate error; %
denotes incorrect. ○ denotes the feature is supported; ○ denotes it is not supported.

OS Browser Version TLSv1.3 DeTLSVer1 SelfSignCert2 ExpCert2 NoSANCert3 DomErrCert3 CRL/OCSP OCSPStal4 OCSPMS4 CT HSTS HPKP DANE-TLSA
103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

80 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○Chrome
67 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

102 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

80 ○ ○ " " % " ○ ○ ○ ○ ○ ○ ○Firefox
63 ○ ○ " " % " ○ ○ ○ ○ ○ ○ ○

103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○
Edge 83 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

11 ○ ○ " " % " ○ ○ ○ ○ ○ ○ ○
IE 10 ○ ○ " " % " ○ ○ ○ ○ ○ ○ ○

89 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

70 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○Opera
55 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

11 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

10.4 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○QQ
9 ○ ○ % % % % ○ ○ ○ ○ ○ ○ ○

13.1 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

10 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Win.

360
8.1 ○ ○ " " % " ○ ○ ○ ○ ○ ○ ○

Chrome 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Firefox 102 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Edge 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Opera 89 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

QQ 70 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Lin.

360 10.6 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Chrome 102 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Firefox 102 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Edge 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Opera 89 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

QQ 4.5 ○ ○ % % % % ○ ○ ○ ○ ○ ○ ○

360 12.2 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Mac.

Safari 15.1 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Chrome 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Firefox 102.2 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Edge 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Opera 70.3 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

QQ 12.9 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

And.

360 10 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Chrome 103 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Firefox 102 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Edge 96 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

Opera 3.2 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

QQ 12.9 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

360 4.2 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

IOS

Safari 15.4 ○ ○ " " " " ○ ○ ○ ○ ○ ○ ○

1 DeTLSVer indicates the deprecated TLS version.
2 SelfSignCert indicates the self-signed certificate; ExpCert indicates the expired certificate.
3 NoSANCert indicates the certificate without the Subject Alternative Name field; DomErrCert indicates the certificate’s domain name does not match the server.
4 OCSPStal indicates OCSP Stapling; OCSPMS indicates OCSP Must-Staple.

5 WEB BROWSER BEHAVIOR

As a middlebox between Internet users and webmail
servers, web browsers play a vital role in authenticating
server identities and securing webmail messages. However,
it is unclear how well web browsers implement HTTPS-
related features and whether it is out of balance with the
development of webmail servers. To this end, we compre-
hensively investigate implementing HTTPS-related features
in different versions of eight browsers on five OSes.

5.1 Methodology
To satisfy the need to sign certificates for different test
cases, we generate our own root certificate and make the
browser trust it. After that, we purchase a domain name
and configure different test suites on the Nginx web server.
Each test suite is completely independent. Specifically, the
TLS version, HSTS, and HPKP test suite are implemented
by changing the Nginx configuration. The certificate er-
ror test suite is generated using OpenSSL and signed
with our own root certificate. Considering the OCSP/CRL,
OCSP Stapling, and OCSP Must-Staple test suites, we
build three unique revoked certificates. Specifically, the

CRL server and OCSP server are specified in the revoked cer-
tificate of the OCSP/CRL test suite. The OCSP Stapling test
suite prefetches the OCSP response file of the revoked certifi-
cate and transmits it in the TLS handshake via Nginx. The
OID (1.3.6.1.5.5.7.1.24) is added in the revoked certificate
extension of the OCSP Must-Staple test suite, and we
configure the server not to support OCSP Stapling. Fur-
thermore, the DANE-TLSA test suite is implemented by con-
figuring invalid TLSA records and DNSSEC for our webmail
server. In particular, since some browsers do not perform
CT on certificates signed by locally trusted CAs [51], we use
https://no-sct.badssl.com/ as the CT test suite.

Finally, we choose various popular web browsers:
Chrome, Firefox, Safari, Microsoft Edge, Internet Explorer,
Opera, QQ, and 360 on desktop OSes (Windows 10/7,
Ubuntu 20.04, and macOS 12) and mobile OSes (Android
10, and IOS 15.4), with 50 different combinations in total.
For each browser, we investigate the configuration of the
latest version in different OSes. In particular, we also detect
older browser versions in Windows.
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5.2 Results
Table 14 shows the implementation of HTTPS-related fea-
tures of web browsers in different OSes. We find that web
browser support for certificate revocation and CT is surpris-
ingly poor. We give details below.
TLS Version. Almost all of the latest versions of browsers
support TLSv1.3, but IE, which is Windows’ built-in
browser, does not. In addition, IE still supports the dep-
recated TLS version, which undoubtedly brings enormous
security risks to webmail. Since Microsoft ultimately termi-
nated support for IE on June 15, 2022 [52], we recommend
that users stop using IE as their default browser.
Certificate Error. Most web browsers can detect self-
signed certificates, expired certificates, and domain name
mismatch errors well. However, IE and older versions of
Firefox, QQ, and 360 in Windows allow access to the web-
site without SAN certificates. According to the statistics in
Section 4.1, we can infer that at least about 40% of the servers
in List-webmail do not work correctly in most browsers due
to certificate errors.
Certificate Revocation. Web browsers are pretty poor
at implementing certificate revocation mechanisms. Con-
sidering CRL and OCSP, almost all OSes (except Win-
dows) browsers do not send certificate status requests
to the CRL/OCSP server. Furthermore, only Firefox in
desktop OSes respects the OCSP Must-Staple. As for
OCSP Stapling, the browsers’ support has improved, but
we still find some deficiencies. For example, almost all
browsers in Android do not support OCSP Stapling.

Additionally, we find that webmail servers and web
browser’s support for certificate revocation mechanisms are
seriously unbalanced. As we can see from Table 10, most
webmail servers only support CRL/OCSP, but the browser
is the opposite. Therefore, we can conclude that most web
browsers cannot effectively detect the revocation status of
the webmail server certificate.
CT. The deployment of CT for web browsers is not
as widespread as for webmail servers. Specifically, only
Chrome, Edge, and Safari detect whether the certificate
violates the CT policy. Moreover, these browsers no longer
need Expect-CT to enforce CT.
Other. IE 10 in Windows and QQ 12.9 in IOS do not
support HSTS. Furthermore, considering HPKP and DANE-
TLSA, no browser deploys them.

5.3 Summary
As a critical part of the webmail ecosystem, better HTTPS-
related configuration of web browsers can significantly
improve webmail security and urge unreliable webmail
servers to update. However, we find that browsers vary
widely in implementing HTTS-related features, even within
the same browser across different OSes. In addition, the
configuration of older browser versions is even more wor-
rying. For example, QQ 9.0 hardly detects certificate errors.
Therefore, we recommend that Internet users choose the
latest browser version whenever possible.

6 RELATED WORK

In this section, we describe several previous studies related
to our work, especially in the HTTPS and email ecosystem.

6.1 HTTPS ecosystem

Many works have been devoted to the HTTPS ecosystem
from different perspectives, including DANE-TLSA deploy-
ment [53], specific HTTPS protocols [34], [54], [55], and the
entire HTTPS ecosystem [14], [37], [56], [57]. Among them,
the works in [14], [53], [54], [58] are close to our work.
Particularly, the first systematic measurement on DANE-
TLSA is given in [53], which indicates the corresponding
low deployment. Furthermore, the first large-scale mea-
surement of DNSSEC PKI management was performed by
Chung et al [58]. They found widespread misconfigurations
in the DNSSEC infrastructure. Furthermore, Chung et al.
also indicated in [59] that registrar support for DNSSEC is
far from expected. At ACM IMC 2015, Kranch et al. [54]
conducted the first measurement on HSTS and HPKP. Their
results show that the corresponding deployment is quite
limited, and there are even many configuration errors in
the existing deployments, which severely undermine the
security guarantees the protocols provide. Later, Amann
et al. [14] at ACM IMC 2017 gave the first comprehensive
measurement on many HTTPS security features, including
CT, HSTS, HPKP, CAA, TLSA, SCSV, and TLS versions. They
showed that lower configuration complexity, better deploy-
ment. In particular, SCSV and CT have wider adoption than
other features.

Certificates are the root of trust in the TLS and HTTPS
ecosystem; hence, numerous studies have been carried out
on different segments of the certificate ecosystem, includ-
ing certificate authority system [60], [61], certificate revoca-
tion [50], [62], [63], certificate vulnerability [64]–[67], CT de-
ployment [14], [18], [68]–[70], and CT logs [17], [28], [71].
Like the results obtained in this paper, Chung et al. [50]
showed that the proportion of supporting OCSP Must-
Staple certificate revocation method was exceptionally
rare. In addition, they point out the poor implementation
of OCSP Must-Staple by web browsers. Scheitle et al. [68]
analyzed the evolution of CT from 2017-04-26 to 2018-05-23.
The results show that the certificates in CT logs increased
exponentially during that period. Furthermore, 33% of the
established connections supported CT at that time.

6.2 Email ecosystem

Many papers analyze the security mechanisms for guar-
anteeing the security of email, such as TLS [72], DANE-
TLSA [26], DKIM (DomainKeys Identified Mail) [73], and
SPF (Sender Policy Framework) [74]. However, to the best
of our knowledge, only one paper is related to the HTTPS
security of webmail services [75]. Particularly, the authors
measured the security configuration at each step in the
whole process of email delivery, while only two related
HTTPS security features (the TLS support and the validity of
certificates) were conducted on 22 popular webmail servers.
They found that 13.64% of the investigated webmail servers
did not support TLS protocol, and all the certificates used in
the TLS connections could pass the verification. In contrast,
we measured the deployment of more than 10 HTTPS-
related security policies and extensions for more than 21k
webmail servers. Unlike the result in [75], we found that
almost all the investigated webmail servers support TLS
protocol. Furthermore, we also found that some HTTPS
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TABLE 15: The comparison of scan results.

Ours Previous
List-webmail List-domain

HSTS 10.68% 9.28% ↑ 3.59% [14]
HPKP 0.01% 0.01% ↓ 0.02% [14]
Expect-CT 3.26% 4.19% ↑ 0.03% [71]
TLSA 0.16% 0.08% ↑ <0.01% (1246) [14]
CAA 1.37% 1.10% ↑ 0.01% [14]
CT 93.68% 93.54% ↑ 32.61% [68]
SCSV 92.33% 92.08% ↓ 96.80% [14]

features are well-deployed while some are in a bad situation
due to the configuration complexity.

7 DISCUSSION

During the past several years, many studies have been
devoted to measuring the deployment of security features
we investigated in this paper. In the following, we analyze
the deployment evolution of HTTPS-related features for
email servers and HTTPS servers2.

As shown in Table 15, we can see that almost all secu-
rity features have gained better deployment now than that
obtained in previous studies. One possible reason for this
situation is that more and more organizations pay attention
to network security due to security incidents [1], [39]. An-
other reason may be that all the domains in our experiments
are from email addresses, while previous studies contain
all kinds of domains. We find that CT has made the most
growth among all the security features. We think it is mainly
because that Chrome would not trust the new certificate
without logging in to CT logs [19]. In contrast, we also find
that SCSV and HPKP features have a slight drop compared
with previous studies. The former may be due to they do not
consider transient errors (e.g., i/o timeout) in their statistics,
and the reason for the latter is that Google deprecated
HPKP in 2018 due to its complexity [5].

Furthermore, we also find two interesting situations. The
former is related to the delivery way of SCT. Amann et
al. [14] found that the popular servers were most likely to
transmit SCTs via TLS extensions, and they thought that this
method aims to save 100 bytes at the beginning of mobile
HTTPS connections when clients do not support the CT pol-
icy. However, in our scan results, less than 0.01% of servers
(only 22) in List-domain and none of the webmail servers
(no matter in List-webmail or List-34) transmit SCTs via TLS
extensions. This change is mainly because the server should
deploy more configurations to enable the SCT transmission
via TLS extensions. The latter interesting situation is about
the value of max-age. Scheitle et al. [71] found that only
0.03% of servers (7.3k) support Expect-CT, and most of
them set the max-age attribute as zero. In contrast, the ratio
has grown to 4.19% (473k domains), and more than 95% of
these servers set non-zero max-age values. The latter case
indicates that the use of the Expect-CT technology has been
on the right track.

2. We know that comparing datasets of different sizes and origins can
introduce errors in the results. However, we believe our comparison is
a meaningful endeavor for understanding the evolution of the relative
security status of email servers among HTTPS servers.

8 LIMITATIONS AND FUTURE WORK

We acknowledge that our webmail dataset is not compre-
hensive enough. In the future, we will collect more email
addresses and identify webmail domains more precisely.
Moreover, this paper does not consider the security differ-
ences between webmail and other email services. To fully
understand email security and guide future email develop-
ment, we plan to compare the security of webmail services
and dedicated email services, including dedicated email
clients (Outlook, Gmail APP, Apple mail) and correspond-
ing email protocols (Exchange, SMTPS, IMAPS). Finally,
our research only analyzes webmail domains protected by
HTTPS. Therefore, our future work will further study the
effect of QUIC [76] and HTTP/3 [77] on the security and
performance of webmail services in different OSes.

9 CONCLUSION

In this paper, we have provided the first comprehensive
security view of the webmail world, including webmail
servers and web browsers. Through a detailed analysis of
21k webmail servers and popular top-34 webmail servers
extracted from 2.2 million email addresses, we found that
some HTTPS-related features gain rare deployments, such
as HSTS and OCSP Stapling. Particularly, we have also
classified the security levels of webmail servers accord-
ing to the HTTPS-related feature’s protection responsibil-
ities and security benefits. Furthermore, we have investi-
gated HTTPS-related feature implementations for 50 differ-
ent browser and OS combinations. The results show that
browsers have poor certificate revocation and CT imple-
mentation, and older browsers have even worse security
configurations.

Our results indicate that the lower the deployment
complexity, the more adoption. Given the importance of
webmail, we hope that server administrators and browser
vendors can rebalance the pros and cons of deploying
HTTPS-related features.
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