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Abstract—We conduct a large-scale measurement of an insuffi-
ciently explored form of traffic manipulation—traffic shadowing.
It refers to the covert process by which users’ Internet traffic
is silently observed, stored, and later exploited to generate
unsolicited requests. A comprehensive analysis of it aids in
diagnosing faulty devices, identifying user data leaks, and eval-
uating the related security and privacy risks. Previous studies
on traffic shadowing suffer from limited probing destinations, no
measurements from residential networks, or insufficient analysis.
In this paper, we select a large number of IPv4 open servers as
destination IPs to conduct a large-scale global traffic shadowing
measurement (Phase I) from data center networks, and conduct
a China-wide measurement in residential networks using a local
web advertising service provider (Phase II). We find traffic decoys
sent to 3.7 × 103 open DNS resolvers, 1.4 × 103 open HTTP
servers and 1.9 × 103 open HTTPS servers are affected. More
than 90% of unsolicited requests appear more than 1 hour
after initial decoys. One decoy may trigger multiple unsolicited
requests. We investigate the location of user data flows and find
that DNS traffic is primarily exiting from open resolvers, while
HTTP/HTTPS traffic can be sniffed along the path or at the
destination. Between traffic observers and unsolicited visitors,
there is a prevalent flow of user data. Our findings encourage the
technical community to adopt proactive measures to address this
phenomenon, such as promoting the deployment of encryption
protocols and “oblivious” solutions.

Index Terms—Traffic Shadowing, Network Monitoring, Secu-
rity Probing

I. INTRODUCTION

Internet traffic has been exposed to various forms of
manipulation, such as Internet censorship [67, 13], session
interception [40, 12], and middlebox interference [19, 28].
This paper explores a more passive and covert form of traffic
manipulation that has been less studied: traffic shadowing. It
describes the process in which on-path observers sniff and
capture packets during transmission, causing them to reappear
as unsolicited requests later, even when no legitimate clients
are waiting for responses. For example, an APNIC blog [35]
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reported that a quarter of DNS queries are repeated, sometimes
hours or even days after their initial origination.

The underlying causes of traffic shadowing can be ei-
ther benign or malicious. Benign motives include security
companies gathering threat intelligence or intrusion detec-
tion systems proactively scanning domains, while malicious
drivers encompass attackers collecting exploitable information
or individuals harvesting sensitive user privacy data. Existing
research fails to adequately uncover the root causes behind
this phenomenon. Moreover, even when stemming from be-
nign intentions, the execution process may compromise user
security and privacy due to insufficient regulatory constraints.
Therefore, conducting comprehensive measurements of traffic
shadowing is essential to assess its impact on user security
and privacy.

As a thorough analysis of traffic shadowing, there are
three major questions to be answered. The first question is:
what is the landscape of traffic shadowing? This includes
the protocols for affected traffic and unsolicited requests, as
well as the affected proportion. Then, considering the traffic
shadowing process, we can identify three components: Internet
users, traffic observers, and unsolicited visitors. Users are
victims. Traffic observers sniff user traffic and may transfer
it to those seeking to utilize the data. Unsolicited visitors are
the actual exploiters of user data, and they could either be
the traffic observers themselves or organizations collaborating
with them. This raises the second question: what are the
characteristics of traffic observers and unsolicited visitors?
Furthermore, the observation of user data and the flow of
this data from traffic observers to unsolicited visitors—both
of which constitute unsolicited manipulations of users’ pri-
vacy—are critical factors in the privacy risks associated with
traffic shadowing. Therefore, there is the last and even the most
important question: How does data flow within the traffic
shadowing ecosystem?

Research gap. Previous studies have limitations that prevent
them from adequately addressing the three questions charac-
terizing traffic shadowing. Xing et al. [64] perform a global
measurement leveraging VPN-based vantage points, revealing
that three key protocols—DNS, HTTP, and TLS—are suscep-
tible, particularly DNS queries to public resolvers and HTTP
requests to high-ranking websites. Their methodology relies on
commercial data center VPNs to deploy traffic decoys, while
overlooking residential networks. Given that traffic shadowing
is often motivated by data harvesting, its behavior in residential
networks warrants closer scrutiny. Although datacenter VPN
nodes are distributed across many countries, they are predom-
inantly concentrated within data centers established by VPN
providers in each nation. As a result, their network diversity
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is significantly lower than that of residential network vantage
points (distributed in many actual users’ home networks). In
[64], DNS probing traffic is sent only to 36 DNS servers, and
their HTTP/HTTPS probing traffic is sent only to the top 1k
tranco sites, which are mainly distributed across large data
center networks. The limited scope of destination addresses
restricts the diversity of their results. Their study does not ad-
dress how data flows within the traffic shadowing ecosystem,
which is essential for assessing the associated privacy risks and
developing effective countermeasures. The APNIC Blog [35]
analyzes traffic shadowing solely on the DNS protocol, lacking
analysis of traffic observers, unsolicited visitors, and data flow
patterns. The technical analysis on FireEye [44] focuses on a
single software vendor.

Our study. We reuse the decoy-based method proposed in
the previous work, make two improvements to the measure-
ment, and conduct a deeper analysis. We spread traffic decoys
(DNS, HTTP, TLS), each containing a unique domain name, to
trigger traffic shadowing. The domain name is controlled by us
and resolved to our http/https honeypot so that we can receive
unsolicited requests on the DNS authoritative server and on the
honeypot, identifying traffic shadowing against our decoys. We
use a traceroute-based method to locate traffic observation to a
specific hop on the path or at the destination. Our measurement
consists of two phases: Phase I is a global-scale measurement
conducted in data center networks, and Phase II is a China-
wide measurement in residential networks. In Phase I, to im-
prove path diversity, we send traffic decoys from 4 controlled
VPSs to 1.6× 105 open servers on the Internet, without using
commercial VPN services (unlike [64]). In Phase II, we use
a web advertising service provider in China [3], considering
that [64] found traffic shadowing to be prevalent in China.

Results. After a six-month measurement (Oct. 12, 2024 to
Apr. 12, 2025), we find traffic decoys sent to 3.7× 103 open
DNS resolvers, 1.4 × 103 open HTTP servers and 1.9 × 103

open HTTPS servers are affected. HTTP/TLS traffic is ob-
served whether by on-path sniffers (31% and 46%) or by open
servers at the decoy traffic destination (69% and 54%). 99%
of the observed DNS traffic is observed at the destination (the
open resolvers). Traffic observers share user data with unso-
licited visitors belonging to different organizations with them.
The unsolicited visitors query the domain name in decoys and
then send unsolicited http/https1 requests to our honeypots.
Traffic decoys do not only trigger unsolicited requests once
when sent; instead, they are stored for a long period (even 6
months) and repeatedly exploited. More than 90% unsolicited
requests appear one hour later than initial decoys. A significant
proportion of source IPs of unsolicited requests are listed in
the Spamhaus IP blocklist [2], indicating that they may be in-
volved in other Internet scanning activities. We find indicative
results that may imply user data transfer. Traffic decoys are
sniffed in the networks of 130 organizations that have on-path
devices, yet the associated unsolicited requests originate from
another set of 26 organizations. The organizations hosting
on-path devices are mainly ISPs and data centers, while the

1To make it easier to distinguish, we use lowercase letters for the protocols
of unsolicited requests and uppercase letters for the protocols of the traffic
decoy.

organizations from which the unsolicited requests originate
are primarily carriers, cloud service providers, and security
companies. In the Chinese residential network, the proportion
of traffic decoys triggering unsolicited requests is at least
one order of magnitude higher than in data center networks,
while the behavioral characteristics are generally consistent
with those in data center networks.

Contributions of this work include:
• We improve the approach of the previous work [64]: We

send decoy to 1.5 × 105 destination IPs to improve path
diversity, rather than adopting commercial VPN services to
introduce numerous source IPs for the same purpose. We de-
velop a method to deploy traffic decoys through advertising
services, thereby introducing 7.3× 104 residential network
vantage points.

• Compared with the previous work, we conduct a more
in-depth analysis and obtain more findings, including the
distribution and working characteristics of sniffing devices,
the characteristics of unsolicited visitors’ devices, and the
patterns of user data flow among different organizations.

II. BACKGROUND AND RELATED WORK

Traditional types of traffic manipulation: Proactive and
obvious. Traffic manipulation, a long-existing phenomenon,
has been studied by many researchers. Governments and
network operators perform Internet censorship to prevent users
from accessing prohibited content. Previous studies focus on
the strategies adopted by censors [67, 65], and the strategies
for censorship circumvention [13, 7, 26, 62]. Researchers
conduct global measurements to reveal the scale and charac-
teristics of Internet censorship[11, 45, 47, 50]. Some measure-
ments focus on specific countries, examining their particular
Internet censorship systems[5, 30, 63, 66, 68]. Another type of
traffic shadowing is session interception, which may be used
to enhance security and performance. Researchers analyze the
characteristics of such behavior, the affected networks, and
the underlying motives. Previous studies, for example, show
that DNS interception primarily occurs in residential networks
[52], where ISPs use it to reduce traffic leaving their network,
thus minimizing settlement fees paid to other ISPs [40]. Some
studies focus on HTTP interception devices and find that
they may engage in activities such as page tampering or ad
injection [12, 59, 15, 72]. Traffic manipulation also includes
field tampering at the TCP and IP layers [19, 28, 56], with
studies on this often being proposed under the terminology
of middlebox [16, 17]. Middleboxes may be deployed for
security or performance reasons, but they violate the end-
to-end principle, potentially affecting network availability or
introducing additional security issues[42, 27, 33, 60].

Traffic shadowing: a passive and covert format of traffic
manipulation. A key distinction between traffic shadowing
and other types of traffic manipulation is that the traffic sent
by users is not interfered with and can still reach the server,
and the server’s response is returned to the user as expected.
Therefore, traffic shadowing is difficult for users to perceive
and challenging for researchers to measure. To detect traffic
shadowing, we cannot simply check the tampered fields in
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Fig. 1: Overview of methodology

the packets received by the server, as is done in other traffic
manipulation detection methods. Due to the covert nature of
traffic observation and the uncertainty of unsolicited request
timing, prior work [35, 64] sends traffic decoys and performs
asynchronous matching between server logs and the decoys to
detect traffic shadowing. A blog of APNIC [35] uses an online
ad service to send DNS queries containing random strings
to detect shadow traffic. They find that one quarter of the
incoming DNS queries on the authority servers are shadow
traffic. They find that half of the shadow traffic comes one
day after the initial probing traffic. Xing et al. [64] extend
the measured protocol to DNS, HTTP, and TLS. They find
that the unsolicited requests triggered may appear hours or
even days after the initial decoys, and may use the same or a
different protocol than the initial decoys. They find that most
unsolicited requests are for benign purposes such as security
scanning. A technical analysis [44] shows that a specific
security software (FireEye) sniffs users’ traffic and actively
probes domain names to detect malicious websites.

III. APPROACH

We use the decoy-based method proposed by a previous
work [64] to detect traffic shadowing, and make 2 improve-
ments: (1) We select 1.6×105 servers as destinations for decoy
traffic to ensure sufficient path coverage, rather than relying on
commercial VPN nodes to provide source IPs while using only
a small number of destination IPs; (2) We integrate vantage
points in residential networks. Next, we will give an overview
of the approach, introduce our improvements (summarized in
Table II), and discuss the limitations.

A. A Decoy-based Method

A distinctive characteristic of traffic shadowing is unso-
licited, reappearing requests with no original client waiting
for them. So we spread traffic decoy and compare incoming
traffic and decoys we sent to detect traffic shadowing, shown in
Figure 1. Step 1. We send traffic decoys to some destinations,
each embedded with a unique identifier. The specific settings
for the traffic sources and destinations depend on the exper-
imental phase: Phase I (III-B) and Phase II (III-C). Step 2.
These traffic decoys are observed during network transmission
or after reaching the destination server. Step 3. User data
flows from traffic observers to unsolicited visitors. Step 4.
Unsolicited visitors are prompted by the domain name in our
decoy to send unsolicited requests to our honeypots. Step 5.

[decoy] TTL=1 

identifier=a ICMP(IP-1)

ICMP(IP- )

[decoy] TTL=x

identifier=c

traffic 
observer

Gets observer IP 
from ICMP (if any)

[decoy] TTL=2

identifier=b ICMP(IP-2)

unsolicited request

identifier=c

Decodes identifier and
finds observer at hop

Client 1st hop 2nd hop xth hop Honeypot

Fig. 2: Traceroute-based method

We compare the requests received by the honeypots with the
traffic decoys sent by the client to detect traffic shadowing.

Generate traffic decoys. The traffic decoys we send include
three protocols critical to the Internet: DNS, HTTP, and
TLS (port 443) 2. Each protocol’s request packet contains
a domain name field: qname in DNS queries, hostname in
HTTP requests, and SNI in TLS (v1.2) client hello messages.
We use TLS 1.2 instead of TLS 1.3 for several reasons: The
ECH security extension in TLS 1.3 encrypts the SNI, reducing
the likelihood of user privacy leaks. Although TLS 1.3 offers
improved security and performance, some older servers have
not yet deployed TLS 1.3 [32], and in some countries [1], TLS
1.3 traffic is blocked.

We embed unique identifiers within the domain names. The
format of the domain name is:

< identifier > .experiment.domain

*.experiment.domain is the (anonymized) wildcard domain
name of our HTTP/HTTPS server and is purchased exclu-
sively for the experiment. According to our design, unsolicited
visitors will be directed to our honeypot.

Detect traffic shadowing through analyzing our honey-
pots’ logs. Our honeypot includes the DNS authoritative server
and a web honeypot (i.e., an HTTP/HTTPS server built by
Nginx), which can log all DNS queries and HTTP/HTTPS
requests targeting the experimental domain. The identifier in

2In a preliminary experiment, we also tested several other protocols that
transmit credentials in plaintext—including FTP, TELNET, and SMTP—but
observed no instances of attackers sniffing and reusing user credentials.
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the domain name of the requests reveals the initial decoy
observed. Unsolicited requests of traffic shadowing may be
mixed with the normal logs triggered by our own requests,
and the requests caused by other types of traffic manipulation
(e.g., DNS interception [40] and transparent HTTP proxy [12])
or some normal mechanisms (e.g., reverse proxy server that
forwards HTTP requests based on the hostname field). Consid-
ering traffic shadowing’s stealthiness and the time required for
data flowing from the traffic observer to the unsolicited visitor,
unsolicited requests triggered by traffic shadowing usually
have a longer delay. So, we set a time threshold to filter
these incoming requests. Only requests with a time delay large
enough compared to the initial decoy are treated as ’shadowing
traffic’. There are nine possible protocol combinations of the
initial decoy (DNS, HTTP, TLS) and the unsolicited request
(dns, http, https), represented as: 3

{DNS|HTTP |TLS} − {dns|http|https}

Localize traffic observers. To determine the specific hop
where the traffic observer is located, we use a traceroute-
based method, which is also used by some other measurement
studies on traffic manipulation [44, 51], shown in Figure 2. On
a path, we send 64 decoy packets with TTL values ranging
from 1 to 64, each with a unique identifier. Only decoy traffic
with a sufficiently large TTL can reach the traffic observer,
potentially triggering unsolicited requests. So, if, along a given
path, unsolicited requests are not triggered until the decoy’s
initial TTL reaches x, then we conclude that the observers are
x hops away from the VP. If the device hosting the traffic
observer sends an ICMP TTL Exceeded message to us, we
can determine the traffic observer’s IP address as the source
IP of the IP-ICMP packet. Among the three types of traffic
decoys we spread, both HTTP and TLS are based on TCP
and require a connection to be established. For traceroute, we
perform the first two normal TCP handshakes and set the TTL
of the third handshake to 1, which carries the payload.

B. Phase I: A Global Measurement from Data Center Net-
works

Path diversity in spreading traffic decoys (the green arrow
from client to traffic destinations in Figure 1) is essential for
accurate and comprehensive traffic shadowing measurements.
There are two main approaches in prior works to increase
path diversity: sending probe packets from a large number of
source addresses [45, 64] or sending probe packets from a few
clients to a large number of destination servers [29]. To avoid
excessive experimental overhead, there is a trade-off between
these two approaches. The previous study [64] adopted the
first method. However, its measurement results indicate that
measurement results’ variations due to different source IPs are
significantly smaller than those caused by changing destination
IPs. In addition, other prior work [40] also indicates that
traffic manipulators may selectively manipulate data destined
for specific IP addresses. Therefore, in this paper, we increase

3They are the nine types of traffic shadowing we detect. We use uppercase
to represent the decoy protocol and lowercase to represent the protocol of
unsolicited requests.

TABLE I: VP Diversity
Phase I Phase II+DNS HTTP TLS

IP 61369 50865 50011 73682
AS 20308 20376 20643 104

CC∗ 223/71 229/60 226/58 1
Province∗ 1702 1562 1504 31/29

+ The four types of decoys we spread in Phase II are sent together and share
the same vantage points.
∗ The bold numbers represent only countryCodes or provinces with more
than 100 IP addresses.

the number of destination addresses significantly while using
only a small number of source IPs to obtain the maximum
measurement results with minimal measurement overhead.

Our method: use a large number of open servers on
the Internet as traffic destinations. For cost reasons, we
do not set up our own servers as traffic decoy destinations;
instead, we leverage publicly accessible servers on the Internet,
specifically those with open ports (UDP/53 for DNS, TCP/80
for HTTP, TCP/443 for TLS). Servers with UDP port 53
open are generally open resolvers [39]. Servers with TCP
ports 80/443 open are generally web servers or reverse proxy
servers. 1. We exclude the private IPv4 address ranges from
the IPv4 address space and then sample 1% of the remaining
addresses. 2. We scan the ports (UDP/53, TCP/80, TCP/443)
of the sampled IP addresses, and we retain only those with
open ports. 3. After one month, we perform an additional port
scan on these IP addresses to select those with consistently
open ports. 4. To avoid straining a single AS, we preserve
at most 5 IP addresses per AS per the protocol of decoy.
The final number of destination addresses we select is shown
in Table I. The selected destination addresses are distributed
relatively evenly across countries, rather than concentrated in
certain countries, as detailed in Appendix A.

We send the three types of traffic decoys (DNS, HTTP,
TLS) from four VPSs (located in US, UK, AU, ZA) to the
destinations mentioned above. With the root privileges of these
VPSs, we send IP packets with custom TTL for localization
(Figure 2) and embed our decoy in the payload. In the decoy
packets, the destination address at the IP layer is the IP
address of the open server, but the embedded domain name in
the application layer (qname for DNS, host name for HTTP,
and server name indication for TLS) is resolved to our own
HTTP/HTTPS honeypot, so that the domain name will direct
the unsolicited traffic to our own honeypot.

C. Phase II: A China-wide Measurement from Residential
Networks

Residential networks are generally more valuable to traffic
observers than data center networks, because they provide
access to actual user data, while data center networks typically
offer only aggregated server data. Therefore, traffic shadowing
is more likely to occur in residential networks, and it is
valuable to detect it there. Previous work [64] indicates that
most traffic observers are in China, so we intend to deploy
vantage points within residential networks in China for further
measurement. Previous works have various methods to obtain
vantage points in residential networks, including inviting vol-
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TABLE II: Compared with the previous work, we increase the
number of destination IPs and reduce the number of source
IPs in probing data center networks, and integrate residential
networks in addition.

IMC24 [64] This work

Data Center Network Path Diversity
DNS 4364 × 36 * [16101] 4 × 61369 [89070]
HTTP 4364 × 2325 [28953] 4 × 50865 [199858]
TLS 4364 × 2325 [24298] 4 × 50011 [203311]

Residential Network Path Diversity
DNS 0 73682 × 1
HTTP 0 73682 × 1
TLS 0 73682 × 1

Analysis
landscape G#  
traffic observer G#  
unsolicited visitor G#  
data flow #  

* Source IP addresses × Destination IP addresses
[...] number of the nodes in the traceroute paths
# No analysis. G# Limited analysis.  Analyzed.

unteers to run specific software [25], executing measurement
scripts in the background of popular software clients [40],
utilizing web advertising services [35], and so on. We need to
select a method that adheres to ethical standards and ensures
adequate vantage points.

Our method: use web advertising service to integrate
vantage points from residential networks. We subscribe
to a web advertising service provider in China [3]. It allows
us to submit JavaScript scripts, which are embedded as web
page advertisements on many partner websites. The scripts are
automatically executed when users browse these sites, sending
our traffic decoys. In the JavaScript script, we do not have
root privileges, so we can only use high-level APIs to access
HTTP or HTTPS URLs. As a result, we can not send custom
IP packets to arbitrary IP addresses just as we did with VPS
in Phase I. So, we cannot perform traceroute to localize traffic
observers, and we cannot set the IP-layer destination addresses
to different IP addresses than those resolved by the domain
name in the application layer. Our traffic decoys are all directly
sent to our own honeypots (DNS is sent to local recursive
resolvers, and HTTP/HTTPS is sent from the client to our
web honeypot).

The limitation of the advertising service’s capabilities also
means we cannot send HTTP or TLS decoys individually:
when we access an HTTP or HTTPS URL, the browser
automatically performs a DNS query and then makes the web
request. To address the challenge of distinguishing among
decoy protocols, we design four specialized decoy types.
• DNS(CName) The authoritative server resolves a regular

domain query to a CName domain, and resolves the CName
to a regular IP. The HTTP/HTTPS requests sent by the
browser will contain the original domain name. The CName
is set as our DNS(CName) decoy.

• DNS(NoAnswer) If the authoritative server rejects the
DNS query (responding with Servfail or NXDomain),
the JavaScript on the browser will not make subsequent
HTTP(S) requests. This decoy helps determine whether
unsolicited visitors continue to access the user’s data, even

when they know there is no valid response.
• DNS+HTTP Accessing a regular HTTP URL will trig-

ger both a DNS query and an HTTP request, which is
our DNS+HTTP decoy. By comparing the unsolicited re-
quests triggered by this decoy with those triggered by
DNS(CName) and DNS(NoAnswer) decoys, the effect of
the HTTP decoy can be highlighted.

• DNS+HTTPS Similar with DNS+HTTP decoy, we access
an regular HTTPS URL.
Please note that the protocol combination of traffic shadow-

ing in this phase is 12 (i.e. 4 decoys × 3 unsolicited requests)
instead of 9 in Phase I.

D. Limitation

We can’t detect traffic shadowing when unsolicited requests
fall outside our honeypots (not dns or http/https), or when
protocols beyond our decoys are observed. If some unsolicited
requests have a time delay shorter than our threshold, they
will also be dropped by our method to fully exclude duplicate
requests caused by normal mechanisms or other types of traffic
manipulation. The design of our domain name, particularly
the generation of random subdomain identifiers, may result
in some false positives, as security products may treat certain
domain names as automatically generated as part of attacks.
When analyzing the IP addresses of unsolicited visitors, we
use Spamhaus, a widely recognized IP blacklist, to assess their
maliciousness. However, this approach may be affected by
false positives generated by the IP blacklist.

Phase I limitation. The discrepancy between the domain
names in the traffic decoys and the destination IP addresses
may lead to the omission of certain shadow traffic, as some
shadow traffic might be sent directly to the destination IP
rather than to the domain name (i.e., the honeypot server).
The source IP addresses of decoys in Phase I are only four,
causing a limitation to path diversity. But we have a large
number of traffic destinations, and the previous work [64]
on traffic shadowing has shown that the difference caused by
varying source IPs is much smaller than that caused by varying
destination IPs. Our method to localize traffic observers is dis-
turbed by noise (e.g., no ICMP response). In the measurement
results section, we will provide the proportion of paths that can
accurately localize traffic observers.

Phase II limitation. We select only residential vantage
points in China and do not use residential vantage points
from other countries. This is because we find in the results
of the previous work [64] that most traffic observers are
located in China. In addition, due to the unique nature of
the Chinese Internet, many previous studies have also focused
their measurements on China [40, 70]. Because we can only
use high-level JavaScript APIs to access HTTP or HTTPS
URLs, we can’t use the traceroute-based method to localize
traffic observers. We acknowledge that limitations in this
aspect may constrain our research on traffic shadowing, but
it must be emphasized that Phase II serves as a complement
to Phase I rather than a standalone effort. Through our market
research, we found that obtaining residential network (instead
of data center) VPNs in China is challenging. Our measure-
ments of traffic shadowing conducted via Chinese residential
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Fig. 3: Cumulative distribution of the time delay between
server-received requests and the initial decoy (Phase One)

networks, even if unable to localize traffic observers, can still
provide valuable supplementary insights to data center network
measurement results.

IV. PHASE I

The scale of the experiment is in Table XII. In Phase I,
we send traffic decoys from 4 VPSs to open servers on the
Internet.

A. Landscape

1) Traffic shadowing affects three protocols of our decoys:
1.7% DNS, 0.6% HTTP, and 0.5% TLS.

2) Traffic decoys may trigger the same protocol of unso-
licited requests (1.7% DNS-dns, 0.08% HTTP-http, and
0.11% TLS-https), and different protocols of unsolicited
requests (0.4% DNS-http, 0.2% DNS-https, 0.6% HTTP-
dns, 0.02% HTTP-https, 0.5% TLS-dns, and 0.04% TLS-
http).

3) Web requests triggered by HTTP/TLS decoys tend to be
the same protocol as the initial decoy.

To detect traffic shadowing, we need to identify unsolicited
requests among the many requests our honeypots receive.
These include 1) legitimate requests triggered by the initial
decoy, 2) unsolicited requests related to traffic shadowing, and
3) unsolicited requests resulting from other forms of traffic
manipulation (e.g., replication of DNS queries [40]). The key
characteristic of traffic shadowing is that the arrival time of the
unsolicited request is significantly delayed relative to the initial
decoy, a delay not attributable to network congestion, timeouts,
retransmissions, or server overload. Figure 3 illustrates the
cumulative distribution of these time delays. Nearly one third
of the dns requests triggered by DNS decoy occur within 1.5s,
while most other incoming requests occur after more than
one hour. This can be explained by the destination address of
our traffic decoy. Recall our traffic decoy destinations: servers
with UDP port 53 open and servers with TCP ports 80/443
open. The former are typically open resolvers, which perform
recursive resolution upon receiving our DNS decoy (usually
within seconds); the latter are generally open HTTP/HTTPS
servers or open reverse proxy servers, which do not typically
access our honeypot. We set one hour as the threshold to
distinguish unsolicited requests from those caused by normal
mechanisms or other traffic manipulations, excluding any re-
quests with delays not exceeding one hour. The delay between
unsolicited requests and the initial traffic lure ranges from 1
hour to 6 months, indicating that traffic shadowing is a slow,
data-exploitation process rather than a software feature with
real-time feedback.

TABLE III: The percentage of affected decoys in Phase I
% of decoys that trigger unsolicited

decoy dns http https any

DNS 1.7 0.4 0.2 1.7
HTTP 0.6 0.08 0.02 0.6
TLS 0.5 0.04 0.11 0.5

TABLE IV: Normalized TTL of traffic observers on the path
Hops∗ from VP

decoy 1-3 4 5 6 7 8 9 10

DNS (%) 0 0 0 0 0 0.01 0.06 99.92
HTTP (%) 0 0.02 0.41 1.6 3.9 10 15 69
TLS (%) 0 0.04 0.62 2.80 9 16 18 54

∗ Hops are normalized into 1 (source) to 10 (destination).

After selecting unsolicited requests based on the delay, we
assess the scale and scope of traffic shadowing. The proportion
of DNS decoys affected is approximately 1.7%, higher than
that of HTTP and TLS decoys (around 0.5%). From another
perspective, we find traffic decoys sent to more than 6.1%
DNS destinations, 2.8% HTTP destinations, and 3.9% TLS
destinations are affected. For the decoys that are affected, we
distinguish the types of unsolicited requests, as presented in
Table III. Unsolicited dns requests are more than unsolicited
http and https requests. This is because unsolicited http and
https requests also require preceding DNS queries. In addition,
unsolicited web requests are usually of the same protocol
as the initial traffic decoy: HTTP-http > HTTP-https but
TLS-http < TLS-https. Unsolicited visitors may infer our
honeypot’s network infrastructure based on the type of traffic
decoy, sending targeted unsolicited probes.

B. Traffic Observers

1) DNS decoys are primarily observed at the destination
(99% cases), while HTTP and TLS are observed either
by on-path sniffers (31% and 46%) or at the destination
(69% and 54%).

2) The traffic sniffing device is often deployed at the entry
or exit points of its AS, which suggests that they are
likely installed by the administrators of the ASes.

Traffic observation can occur either before or after user
traffic reaches its destination. In the former case, the traffic
observer is an on-path sniffer recording the passing packets;
in the latter case, the traffic observer is a server that records
the incoming user data. We use a traceroute-based method
(Figure 2) to localize traffic observers, shown in Table IV4.
99.92% of the traffic observers against DNS are located at
the destination (TTL=10), while a significant proportion of
traffic observers targeting HTTP or TLS are distributed in the

4Due to noise (e.g., ICMP no reply), only 87% paths can localize observers.

Fig. 4: On-path sniffers distribution in its AS.
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TABLE V: Top ten open ports of sniffers
port sniffers protocol

TCP/179 234 BGP [53]
TCP/646 20 LDP (distribute MPLS among routers) [8]
TCP/443 19 HTTPS [54]
TCP/80 15 HTTP [24]
TCP/22 14 SSH [71]
TCP/161 9 SNMP (network management) [14]
TCP/23 8 TELNET [48]
TCP/830 7 NETCONF-SSH (network management) [61]
TCP/21 6 FTP [49]
TCP/639 5 MSDP (IP multicast) [23]

TABLE VI: The proportion of open servers affected by traffic
shadowing in each country (only the top 5 countries are shown)

DNS HTTP TLS

CN 34% CN 9.3% CN 10.1%
RU 11% CL 1.4% TH 0.6%
KZ 9% MD 1.4% NZ 0.5%
TR 8% TH 1.1% ID 0.5%
GR 6.8% ID 0.9% BE 0.4%

middle of the path (e.g., TTL=7, 8, 9). This indicates that
traffic observers design different data collection methods for
different protocols. For DNS, they may prefer to use the well-
established passive DNS scheme [20, 18] to collect data rather
than deploying the high-cost on-path sniffing devices.

On-path sniffers. Most detected on-path sniffers are located
in China (85%) and the US (6.9%). To characteristic traffic
sniffing devices, we perform port scans on the on-path sniffers,
shown in Table V. Most open ports are related to routing
protocols (e.g., bgp and ldp) while some ports are for remote
controlling (e.g., ssh and telnet). Figure 4 shows that the
sniffing devices tend to be located at the entry hop or exit hop,
indicating they are deployed by the administrators of the ASes
rather than the users in the ASes. This deployment strategy of
sniffer devices ensures that as much incoming and outgoing
traffic as possible can be sniffed.

Open servers. Table VI shows the rate of open servers
affected by traffic shadowing per country (the impact of on-
path sniffers has been eliminated). Among the three protocols,
open DNS servers (open resolvers) are particularly affected,
which may be attributed to the widespread use of passive DNS.
For each protocol, open servers in China are most likely to be
affected.

C. Unsolicited Visitors
1) User data is stored for a long time (up to 6 months) and

used multiple times.
2) Unsolicited requests come from a large number of ASes

(unsolicited dns from 976 ASes, http from 136 ASes, and
https from 115 ASes), indicating that traffic shadowing
is not an isolated case.

3) The unsolicited requests’ content is mainly for reconnais-
sance, with no obvious evidence of malicious intent, but
42% and 27% of the source IP addresses for unsolicited
http and https requests are listed on the Spamhaus IP
blocklist [2].

During the experiment, we receive unsolicited requests from
over a thousand ASes, shown in Table VII. Unsolicited dns

visitors are the most common, distributed across 976 ASes.
Unsolicited http and https visitors come from over one hundred
ASes. However, most unsolicited requests are concentrated in
the top ASes. The top 5 ASes take up 58% unsolicited dns,
90% unsolicited HTTP, and 81% unsolicited https. These ASes
are mainly cloud service providers (e.g., AS15169 Google
LLC and AS398823 PEG TECH INC) and ISPs (e.g., AS9808
China Mobile and AS4134 Chinanet-backbone). Unsolicited
visitors may host their businesses in the cloud or rent ISP’s
networks, or hide their identities using residential proxies (the
residential proxy service usually lies in ISP networks[69]).
We match the IP addresses of unsolicited visitors with the
Spamhaus IP blocklist [2] (a famous IP blocklist widely used
in previous works [64, 6]). Marked source IPs of unsolicited
http and https account for 42% and 27%, respectively, sug-
gesting unsolicited visitors may be involved in other Internet
scanning activities. Marked source addresses of unsolicited dns
are only 0.22%. We further verify the maliciousness of the IP
addresses using VirusTotal [4] and find that none of the IP
addresses are listed in its blacklist.

Access intensity. Table VIII shows the number of unso-
licited requests triggered by each traffic decoy. More than
half of the decoys typically trigger two or more unsolicited
requests. Nearly 10% of DNS decoys and 30% of HTTP and
TLS decoys trigger more than 10 unsolicited requests. As
shown in Figure 3 in §IV-A, the time delay between unsolicited
requests and the initial decoy is typically more than one hour
and can extend to several hours or days. The latest unsolicited
request appears six months after the initial decoy was sent.
However, the six-month period is just the time span of our
data analysis, not the maximum duration for which unsolicited
visitors may retain the traffic decoy. The unsolicited visitor
keeps the traffic decoy for a long time and repeatedly accesses
our honeypot, indicating their eagerness to probe its content
and understand how it evolves.

Request content. The dns queries sent to our authoritative
server are mainly of type A, with the intent of obtaining the IP
address of our honeypot website. The http/https requests sent
to our honeypot website contain various paths. Our honeypot
website is built using the WordPress framework and Nginx
as a reverse proxy. The resources on the website include
two categories: those from the WordPress framework (such as
some .js files) and the web pages and images that we created
and inserted ourselves. The path of unsolicited http/https
requests includes both of the two categories of resources.
After visiting the website’s homepage, unsolicited visitors
can further explore the site using depth-first or breadth-first
algorithms. The requested content is sufficient to reconstruct
our honeypot website. Additionally, they enumerate potential
pages based on the website’s page numbering pattern. For
example, we have /p1, /p3, /p4, ..., /p10 on our website, and
they will request /p2. In the unsolicited requests, we find no
malicious paths or payloads, such as SQL injection attacks
or cross-site scripting (XSS) attacks. Our findings indicate
that unsolicited visitors are attempting to scan and probe the
contents of our honeypot website as deeply as possible, rather
than attempting to execute malicious attacks.

Device characteristics. We analyze the user-agent field of
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TABLE VII: IP and AS of unsolicited visitors
unsolicited dns unsolicited http unsolicited https

# of IP 16,887 9,260 23,152
# of AS 976 136 115

top 5 AS

AS15169 Google LLC (25%) AS9808 China Mobile (46%) AS398823 PEG TECH INC (37%)
AS4134 Chinanet-backbone (17%) AS137687 Henan, China (25%) AS24139 Huashu media (16%)
AS137798 Digital-Guangdong (8%) AS396982 Google LLC (10%) AS396982 Google LLC (11%)
AS43832 MSK-IX (5%) AS45102 Alibaba US (6%) AS32097 WholeSale Internet (9%)
AS4812 China Telecom (3%) AS24139 Huashu media (3%) AS37963 Alibaba, Hangzhou (8%)

spamhaus 0.22% 42% 27%

TABLE VIII: The proportion of decoy triggering different
numbers of unsolicited requests.

TABLE IX: User-agent distribution of unsolicited web requests
triggered by three different traffic decoys

unsolicited web requests to characterize the device features
sending them. The result is shown in Table IX. Five device
types make up the bulk of unsolicited web requests:
• Expanse. This accounts for 29.5% unsolicited web requests

triggered by our DNS decoys. Expanse is a Palo Alto
Networks company that searches across the global IPv4
space multiple times per day to identify customers. The
unsolicited web requests from this company indicate that
it is extracting domain names from our decoys sent to open
DNS resolvers.

• Chrome on Windows 10. The pattern is Mozilla/5.0 (Win-

dows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/x.x.x.x Safari/537.36. It appears in
unsolicited requests triggered by all three types of decoys.
Unsolicited visitors use various Chrome versions to hide
their device identity: 65, 80, and 76010, respectively. How-
ever, user-agents with two specific Chrome versions account
for 88.4% and 21.3% of unsolicited web requests triggered
by HTTP/TLS decoys, indicating that two relatively unified
organizations are collecting and exploiting the information.
The typo (Safari/537.3, should be Safari/537.36) in the first
user-agent in unsolicited web requests triggered by HTTP
decoys may be a mistake in their scanning software.

• None. This account from 24.4% unsolicited web requests
triggered by DNS decoys, indicating the purpose of hiding
the scanner’s identity.

• fasthttp. It is a high-performance HTTP client library in
Go. Scanners can use it to perform high-speed scanning.

• curl/8.6.0. An http web client on Linux.

D. Data Flow Between Traffic Observers and Unsolicited
Visitors.

We use ”data flow” to describe the observation where our
decoy data is observed by devices in one AS but eventually
embedded in unsolicited requests from ASes of different orga-
nizations. By correlating the decoys and unsolicited requests
captured by our honeypot, this section describes the flow and
characteristics of sniffed user data, particularly the relations
between traffic observers to unsolicited visitors. However,
from collected data, we may not determine why user data
has been transferred between organizations, or whether they
are reuslts of malicious activities. Data flow is also not
necessarily the result of privacy leakage: as discussed in [64],
one anecdotal presumption of this outcome is data sharing
between networks for operational considerations, or sharing
between subsidiary organizations due to business choices. As
a result, this section does not make claims for the underlying
reasons.

1) Data flow is prevalent: User data flows from 130 or-
ganizations equipped with on-path sniffers to 26 orga-
nizations with unsolicited visitors, and from 892 orga-
nizations hosting open servers to 98 organizations with
unsolicited visitors.

2) Data flows across organizations: 83% on-path sniffers
and 81% open servers are located in organizations dis-
tinct from those hosting unsolicited visitors.

3) The organizations from which data flows out are mainly
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Fig. 5: The relationship between traffic observers (on-path
sniffers and open servers) and unsolicited visitors.

ISPs and data centers, while the organizations receiving
data are primarily ISPs, cloud service providers, and
security companies.

4) Data flows from CN to the largest number of countries,
while the US receives data from the largest number of
countries.

5) We find various types of data flow, with three detailed
cases analyzed.

1) Characteristics of data flow: Analyzing traffic observers
and unsolicited visitors separately is insufficient to fully reveal
the traffic shadowing process, as it overlooks the migration
of user data from observation to exploitation, which largely
determines the privacy risks. For the unsolicited requests
received by our honeypot, we determine where the initial
decoy is observed using the method shown in Figure 2, and
analyze the relationships between different unsolicited visitors
and various traffic observers.

After traffic observers acquire user data, they may directly
exploit it from the data collection devices (on-path sniffing
devices and open servers logging requests), sending unso-
licited requests. Alternatively, they might aggregate user data
from various collection devices and send unsolicited requests
through separate systems. They may also share the user data
with other organizations. To determine which of the above
scenarios is most common, we analyze the relationship 5

between traffic observers and unsolicited visitors, which is
shown in Figure 5. 83% on-path sniffers and 81% open
servers are in different organizations with unsolicited visitors,
indicating user data sharing across organizations is prevalent.

Data flow from on-path sniffers to unsolicited visitors.
We find data flow from 130 organizations to 26 organizations.
The sources of over 90% of data flow are ISPs, which
can access users’ Internet traffic easily. The destinations of
over 70% of data flow are also ISPs, which may be due
to security scans taken by themselves or someone exploiting
ISP’s network. Approximately 20% of data flow destinations
are cloud service providers, indicating that unsolicited visitors
are hosting their businesses in the cloud.

Data flow from open servers to unsolicited visitors. We
find data flows from 892 organizations to 98 organizations.

5We look up the AS and organization of the IP address from a public IP
database provider Ipinfo [9], which is supported and used by many previous
works [41, 58, 43].

TABLE X: The number of source or destination countries for
data ingress or egress of each country.

on-path sniffer open server
egress ingress egress ingress

CN 10 US 22 CN 10 US 57
US 4 CN 4 RU 10 BE 16
JP 2 SG 2 US 8 CN 12

SG 1 JP 1 AT 7 DE 4
ZA 1 VN 1 IN 6 SG 4

The sources of data flow include ISPs (38%), data centers
(21%), cloud service providers (10%) 6 , and others. The open
servers on these networks accept requests from Internet users
and may provide logs to other organizations. The destinations
of data flow include ISPs (42%), security companies (18%),
cloud service providers (17%), and others. The flow of data
to security companies may be to support threat intelligence
collection.

Furthermore, we analyze data ingress and egress from a
national perspective. Table X shows the number of source/des-
tination countries for each country’s data ingress/egress. Data
observed by on-path sniffers in China flows to the largest
number of countries, including the US, UK, SG, and others.
Data observed by on-path sniffers in the largest number of
countries, including SG, JP, AU, CN, and others, flows to the
US. The situation is similar for data observed by open servers:
data from CN and RU flows out to the largest number of
countries, while the US receives data from the largest number
of countries. Please note that the countries involved in data
flows in and out are merely macro indicators and do not reflect
the actions of the respective governments.

2) Case Study: a. Flows from one on-path sniffer to one
unsolicited visitor. We show two examples: user data shared
from Telefónica to Oracle and from Gulfnet International to
Amazon. Telefónica is a multinational telecommunications
company headquartered in Madrid. Gulfnet International is an
international IT product supplier headquartered in the UAE.
Oracle and Amazon are both cloud service providers. This
one-to-one relationship indicates that traffic observers exercise
caution when handling user data, sharing it only with a single
partner or simply using cloud services to access our honeypot
themselves.

b. Flows from many on-path sniffers to one unsolicited
visitor. We found that sniffed data across 56 distinct networks
was linked to unsolicited requests originating from a single
entity: CenturyLink Communications. CenturyLink Commu-
nications is a U.S. telecommunications provider. These 56
networks include, among others: 1) Global Telecom & Tech-
nology, a global enterprise communication services provider
headquartered in Arlington; 2) Telstra Limited, a global
telecommunications and media company headquartered in
Australia; 3) Universidade Federal de Santa Catarina, a public
university in Brazil; 4) Nerviano Medical Sciences, a bio-
pharmaceutical company based in Italy; 5) Internet Initiative
Japan, an internet service provider in Japan. While there is no

6The difference between a cloud service provider and a data center is
whether they provide VPS rental services to end users or serve solely as
enterprise networks for large companies.
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Fig. 6: Data flow case: Several organizations share user data
with each other

evidence that CenturyLink Communications actively collects
user data from these networks, the aggregation of such user
data is nonetheless anomalous.

c. Flows from many on-path sniffers and many un-
solicited visitors. We observe intensive user data sharing
among some ASes, shown in Figure 6. Except for AS9808,
all other organizations share user data with nearly all others.
Except for AS4538, all other organizations utilize user data,
sending unsolicited requests to our honeypot. AS4538 is not
a commercial entity but rather a network primarily consisting
of universities and other educational institutions. As such, it
has stricter limitations on outbound traffic.

E. Comparison with the Previous Work [64]

Path Diversity. This paper uses the same decoy-and-
honeypot measurement logic of [64], but the variation of the
vantage points of this paper is carefully designed to capture
traffic shadowing behaviors by their intrinsic characteristics,
which is more than only increasing the measurement scale.
[64] used VPN probing points to send decoys to a few top
sites, which are also located in datacenters. As a result, the
paths covered by their work, though substantial in number
(see first column in Table II), remain limited because they
are linking datacenters where traffic shadowing behaviors are
known to occur less often. In this work, by varying destination
IPs instead of probing vantages, we effectively increased not
only numbers but also types of networks that our decoys are
transmitted through (we select public IPv4 servers with ports
open, regardless of their popularity), overcoming the limitation
of [64]. This design also limits the number of source IPs to
avoid excessive measurement overhead on the platform.

Landscape. The previous work and this paper both find
nine types of traffic shadowing: {DNS|HTTP |TLS} -
{dns|http|https}. This paper shows the proportion of affected
decoys: 1.7% DNS, 0.6% HTTP, and 0.5% TLS. The results
in [64] are similar for HTTP and TLS: except for the paths
with destinations in China, the proportion of HTTP and
TLS affected by traffic shadowing is below 1%. The DNS
measurement results in [64] cannot be directly compared with
those in this paper, as they only measure a few public resolvers
and authoritative servers, and the results vary significantly
across different DNS servers.

Unsolicited Visitors. This paper and [64] both find that
user data may be stored for extended periods and utilized
multiple times, with no clear evidence of malicious intent.
This paper also analyzes the characteristics of devices that
send unsolicited web requests (Table IX).

Traffic observers. This paper and [64] both find DNS
observers are mainly at the destination, while a significant
proportion of HTTP/TLS observers are in the middle of the
path. This paper analyzes the on-path sniffers’ deployment
strategy and the working characteristics of open servers, but
[64] does not. This paper presents detailed detection results
of open ports of sniffing devices, whereas [64] only provides
brief results.

Data flow. This part is critical for accurately assessing the
privacy risks of traffic shadowing, which is analyzed in this
paper but not in [64].

V. PHASE II

In phase II, we integrate vantage points in Chinese resi-
dential networks. Due to the limitations of the vantage point
capabilities, the decoys in this phase are specially designed
(§III-C), differing from those in Phase I.

1) Traffic shadowing in Chinese residential networks (over
10%) is more prevalent than the global average measured
in data center networks (nearly 1%).

2) User data is stored for extended periods (up to 6 months)
and exploited multiple times, yet no obvious malicious
actions have been detected.

3) Case study: A Chinese IT company collects user traffic
sent from its network and makes unsolicited requests to
the domain names in the data, rotating IP addresses to
avoid detection.

A. Landscape

We calculate the delay between the requests received by
our honeypots and the initial decoy to identify unsolicited
requests, which is shown in Figure 7. Requests with a delay
of more than 1 hour are considered shadowing traffic, while
others are ignored. Similar to Phase I, the traffic decoy may
be retained for several months before triggering unsolicited
requests. The traffic decoys affected by traffic shadowing are
shown in Table XI. More than 10% DNS(CName) decoys
trigger unsolicited dns queries, while a few proportion also
trigger unsolicited http/https requests. In contrast, although the
DNS(NoAnswer) is also a purely DNS decoy, only 6% trigger
unsolicited DNS queries. This may be because some traffic
observers, upon detecting that the initial decoy is rejected by
the authoritative server, discard these decoys. The DNS+HTTP
and DNS+TLS decoys each contain two protocols, as we
cannot send only web requests without performing a DNS
query, using the advertising service. Unsolicited requests trig-
gered by pure HTTP and TLS can be inferred by comparing
these two decoys with the DNS(CName) decoy: subtract the
first row from the third and fourth rows. The unsolicited
dns queries they trigger are similar to, or fewer than, those
triggered by DNS. But the unsolicited http/https requests they
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Fig. 7: Cumulative distribution of the time delay between
server-received requests and the initial decoy (Phase II)
TABLE XI: The percentage of affected decoys in Phase II.

% of decoys that trigger unsolicited
decoy dns http https any

DNS(CName) 12 0.3 0.1 12
DNS(NoAnswer) 6 0 0 6
DNS+HTTP 12 12 2 12
DNS+TLS 11 3 8 11

trigger are significantly more than those triggered by DNS. A
phenomenon similar to Phase I is that unsolicited visitors tend
to access our honeypots using the same protocol as the decoy:
DNS+HTTP triggers more http than https while DNS+TLS
triggers more https than http. By comparing Table XI with the
parallel results in Phase I (Table III), it is evident that traffic
shadowing is more prevalent in Chinese residential networks
than the global average — almost all types of traffic shadowing
are at least one order of magnitude higher.

B. Characteristics

Due to the limitations of the advertising service (only high-
level HTTP-API and HTTPS-API calls are possible, while IP-
layer TTL cannot be adjusted), we are unable to implement
the traceroute-based method (Figure 2) to identify traffic
observers, so we only analyse unsolicited visitors here. Access
intensity. Figure 7 has shown the distribution of time delay
between incoming requests and initial decoys. Unsolicited
requests may occur hours or even days after the initial decoy is
sent, suggesting that user data is stored for an extended period.
Long-term storage of user data implies multiple exploits:
when analyzing the number of unsolicited requests triggered
by a single decoy, we find that most decoys trigger more
than one request, with approximately 35% of traffic decoys
triggering more than ten. Request content. We analyze the
content of unsolicited requests and, similar to Phase I, find no
malicious access attempts; instead, we observe a large number
of requests aimed at scanning and probing. Unsolicited visitors
crawl our honeypot website and perform path enumeration. We
find that 19% and 17% of source IP addresses of unsolicited
http and https requests are flagged as malicious by Spamhaus
IP blocklist [2], indicating that they may be associated with
other Internet scanning activities.

C. Case Study

We select a special case to illustrate the behavior pattern
of unsolicited visitors. In Phase II, our vantage points are
distributed across 104 ASes in China. Among them, we
find that a significant proportion of traffic decoys originating
from AS55960 Beijing Guanghuan Xinwang trigger unsolicited

Fig. 8: The TCP Timestamp Value against the real timestamp
of unsolicited requests from AS55960. The lines in the figure
form from the densely distributed data points.

requests. That is 86% DNS(CName), 82% DNS(NoAnswer),
83% DNS+HTTP and 86% DNS+TLS. This is significantly
higher than the typical level seen in residential networks in
China (Table XI). The triggered unsolicited requests come
from 571 different IPs in AS55960 itself. This phenomenon
suggests that the operator of this network employs an aggres-
sive strategy to observe and exploit user data.

Inspired by another study on traffic manipulation devices in
China [5], we cluster the unsolicited visitors’ devices by ana-
lyzing the TCP timestamp fingerprints of unsolicited http/https
requests. Timestamp value is a 32-bit integer field in the
TCP header, representing a relative timestamp. It helps both
sides of the TCP communication calculate round-trip delay
and optimize transmission parameters. This value increases
linearly with the actual timestamp, and both its growth rate
and initial value depend on the device, which can be used as a
distinct fingerprint of the device — TCP timestamp fingerprint.
We plot the values of timestamp value from TCP connections
originating from AS55960 against the actual timestamps on a
scatter plot: Figure 8. For each TCP connection’s handshake
request from each source IP address, we extract the timestamp
value and combine it with the actual timestamp to form a data
point. Then, we plot all the data points on the same graph. We
use the least squares method to fit the four lines formed by
the data points, resulting in four timestamp value fingerprints
(d1, d2, d3, d4). For each IP address, we again use the least
squares method to fit its TCP timestamp value, then classify
it into one of the four lines based on the slope and intercept
of the fitted line, or mark it as not belonging to any line.
Although the unsolicited requests come from 571 different
IP addresses, we only identify four distinct TCP timestamp
fingerprints (i.e. the four straight lines in the figure): d1, d2,
d3, d4. Each fingerprint represents a distinct device or a virtual
machine with an independent TCP stack. Most IP addresses
(357, 62.5%) belong to the fourth device — d4, then d2 (119,
20.1%), d1 (31, 5.4%), and d3 (28, 4.9%). Only 6.3% IP
addresses are not hosted in the 4 devices. These experimental
results indicate that the number of devices actually used by
AS55960 to send unsolicited requests may be only around 4,
much smaller than the number of IP addresses it uses. This
phenomenon is similar to the results of the previous study on
Chinese traffic manipulation [5], and the underlying reason
may be that unsolicited visitors rotate their IP addresses to
avoid being blocked. This suggests that they may have realized
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that the unsolicited requests they are sending are unwelcome,
and are attempting to bypass IP address-based restrictions of
the server.

The AS55960 is owned by the Chinese IT company
Guanghuan Xinwang. The company provides services such as
cloud computing, network access, and IT consulting. Head-
quartered in Beijing, it serves numerous large tech companies
across China. Although our findings show that the company
implements traffic shadowing on user data, their intentions
may be benign, including detecting malicious traffic, moni-
toring internal employees, and so on.

VI. ETHICS

In this paper, we use a web advertising service provider to
obtain vantage points in residential networks, which may raise
ethical concerns. We communicate the explicit purpose of
our study to the advertising provider, and they provide a
banner that allows users to opt out of our study. The ads we
publish are blank pages containing only JavaScript code. The
ads we submit have been reviewed by the web advertising
service provider to ensure they do not harm users viewing
them or the websites displaying them. The links accessed by
our JavaScript point to the domain of our honeypot website,
which was specifically registered for this experiment. It has not
been flagged as a malicious domain by any security companies.
Our honeypot website is hosted on a newly rented cloud server,
and its IP address has not been listed as malicious on any IP
blacklists. Therefore, the traffic generated by our JavaScript
code in users’ browsers is unlikely to be identified as malicious
by any security software, and it should not cause any issues
for users. There is a detailed censorship system in China,
but we do not cause any trouble to the users who watch
our advertisements: Our website is specifically established
for experimental purposes and does not contain any topics
such as pornography, violence, politics, or news that might
draw particular attention from internet censors.

Because our school lacks an IRB, we follow best practices
such as [10, 38, 45, 50] in network measurement to mini-
mize the negative impact on others when traffic decoys are
deployed. When setting the destinations for traffic decoys, we
sample IP addresses at 1% and limit each AS to no more than
5 IP addresses to avoid overloading a single network. The
decoys we send use common internet protocols—DNS, HTTP,
and TLS. The devices sending the decoys and our honeypot
are physical or cloud servers that we own or rent. Our actions
comply with the terms of service of the cloud provider that
rents us the VPSs. Although the traffic decoys we send to
open servers differ from regular user access requests, we
limit the rate of traffic decoy delivery. We publish a webpage
on our website explaining the purpose of this experiment
and providing our contact information so stakeholders can
opt out. Throughout the experiment, we did not receive any
complaints. We purchased and own the domain names used in
the experiment, which resolve to our honeypots, so unsolicited
requests will not be directed to others’ servers or bother them.

VII. DISCUSSION

We perform a large-scale measurement of traffic shadowing
affecting DNS, HTTP, and TLS. User’s traffic is observed by
on-path sniffing devices or at the destination servers. Then,
they flow to unsolicited visitors, are stored for a long time, and
are utilized multiple times. The unsolicited requests exhibit no
obvious malicious intention but may come from potentially
abusive networks. More alarmingly, we observe data migration
between large numbers of organizations, some part of which
may be due to the selling of user data or the extensive and
aggressive collection of user privacy.

The traffic shadowing studied in this paper relates to the
pervasive monitoring addressed in RFC 7258 [21], which es-
tablished the consensus that pervasive monitoring is a technical
attack. So, although we haven’t found any evidence of mali-
cious intent, this phenomenon—an unauthorized manipulation
of user privacy—should be considered and addressed by those
who care about privacy.

In the years following RFC 7258 [21], many research
studies [36, 22, 46] have mentioned the privacy leakage risks
of network traffic and network protocols, and the technology
community has proposed many encryption protocols and
oblivious solutions, which are two effective ways to avoid
traffic observation. Encryption protocols combat on-path snif-
fers by implementing end-to-end encryption, such as TLS 1.3
[55], DNS over TLS [34], DNS over HTTPS [31]. Oblivious
solutions, such as OHTTP [57] and ODoH [37], prevent
service providers from simultaneously accessing both the
message content and the client’s visibility, thereby preventing
certain open resources (e.g., open resolvers) from acquiring
user privacy. However, many people lack the motivation to
promote the deployment of them because they are unclear
about the answers to these two questions: 1. How prevalent
is on-path sniffing? and 2. To what extent would user privacy
leak on the server side? This paper provides empirical results
through large-scale measurements, reminding people of the
importance of encryption protocols and oblivious solutions.

Another method to mitigate the traffic shadowing phe-
nomenon is to impose restrictions on traffic observers and
unsolicited visitors. Note that most of on-path sniffers we
find in our experiment are in ISP networks. We believe that
ISPs should understand the risks of traffic shadowing and
implement detection mechanisms to identify unknown traffic
shadowing entities within their networks. For cases where
open servers collect and share user information with other
organizations, security organizations should regularly measure
and report their practices to the public. Unsolicited visitors
mainly originate from ISPs, cloud service providers, and data
center networks. The administrators of these networks should
monitor outbound request traffic and block illegal traffic.

VIII. DATA SHARING AND REPRODUCIBILITY

To help readers reproduce our experiments, we provide
a comprehensive table summarizing all measurement
parameters, shown in Table XII. We also make all of the
raw data available. Due to the large total volume, we share a
one-day sample of data (collected on October 30, 2024) via a
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TABLE XII: Experiment parameters for results’ replication

publicly accessible (read-only) MongoDB database: mongodb:
//ton paper reader:123456@tondatashare.queryrecord.com:
29879/?authSource=TrafficShadowing one day. The
complete dataset is available upon request by emailing
the authors.

IX. CONCLUSION

In this paper, we perform a global measurement of traffic
shadowing, a covert but less-studied form of traffic manip-
ulation. We use the decoy-based method to detect traffic
shadowing, and make 2 improvements on the previous work.
We show the landscape and analyze the traffic observers, unso-
licited visitors, and especially the data flow between them, and
discuss the possible underlying causes and countermeasures.

APPENDIX A
VANTAGE POINTS DISTRIBUTION

In Phase I, we send traffic decoys from 4 VPS to 1.6× 105

open servers on the Internet. All open servers are in data center
networks. Open servers per country are shown in Table XIII.
DNS, HTTP, and TLS open servers are distributed across
20,267 ASes, 20376 ASes, and 20643 ASes, respectively, with
at most 5 IP addresses per protocol per AS. In Phase II, using
an AD service, we send traffic decoys from 73,682 residential
IP addresses in China to our own honeypot in a data center
network in the US. The residential IP addresses per province
are shown in Table XIV. The residential IP addresses per AS
are shown in Table XV.
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